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Executive summary 

The global energy transition and rapid 

technological change are driving un-

precedented demand for critical raw 

materials (CRM). For the European 

Union (EU) and its member states, se-

cure and affordable access to these 

materials is essential to climate, indus-

trial and digital objectives. Yet CRM 

supply chains are complex, geograph-

ically concentrated and increasingly 

shaped by geopolitical competition and 

vertical integration strategies. At the 

same time, environmental, social and 

governance (ESG) risks in producing 

countries are under growing scrutiny. 

Digital traceability has emerged as a 

central policy response. This report as-

sesses the feasibility, impacts and 

strategic implications of advancing dig-

ital traceability across CRM value 

chains, with particular attention to pro-

ducer-country perspectives and to arti-

sanal and small-scale mining (ASM). 

The study combines desk research 

and stakeholder interviews. It includes 

a comparative mapping of 27 interna-

tionally relevant digital traceability sys-

tems, analysing their governance mod-

els, operational features and interoper-

ability potential. More than 20 semi-

structured interviews were conducted 

with solution providers, supply chain 

actors, standard setters, government 

representatives and civil society. The 

findings were validated through a 

multi-stakeholder roundtable held in 

February 2026, where feedback on 

key draft findings was gathered and in-

tegrated into the final report. 

Key Findings 

• Traceability is a tool, not a sub-

stitute for due diligence. New 

technologies make it technically 

feasible to track minerals and asso-

ciated ESG data throughout the en-

tire supply chain from extraction to 

processing, manufacturing and re-

cycling. However, while digital sys-

tems can generate and transmit 

data, they do not in themselves en-

sure responsible sourcing. Their ef-

fectiveness depends on govern-

ance, verification and how infor-

mation is used to guide risk mitiga-

tion and decision-making. 

• Interoperability is the key ena-

bler for scale. CRM supply chains 

vary widely by mineral, extraction 

method and trading structure. Com-

bined with overlapping standards 

and regulations, this diversity has 

produced a fragmented ecosystem 

of traceability systems concen-

trated in specific regions or seg-

ments. Uniform mine-to-product 

tracking across all supply chains is 

rarely realistic. Scalability depends 

on interoperability – shared identifi-

ers, data formats and exchange 

protocols that allow information to 

move across systems and jurisdic-

tions. Interoperability is as much a 

governance issue as a technical 

one, requiring awareness, trust and 

collaborative design. 
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• Producer-country alignment is 

critical. Traceability initiatives often 

reflect downstream regulatory prior-

ities more than upstream realities. 

In many producing countries, trace-

ability is perceived primarily as an 

administrative burden. Yet emerg-

ing national mineral governance 

platforms demonstrate how digit-

ised state systems can strengthen 

oversight, revenue collection and 

regulatory control. Embedding 

traceability within such domestic ar-

chitectures can align global trans-

parency demands with national de-

velopment objectives. Meaningful 

producer-country engagement and 

investment in enabling infrastruc-

ture are therefore essential. 

• Inclusion of ASM requires prag-

matic design. Rigid end-to-end 

traceability requirements risk ex-

cluding ASM, a sector that supports 

millions of livelihoods and contrib-

utes significantly to global CRM 

supply. Feasible approaches 

prioritise progressive improvement 

over binary compliance models and 

begin at aggregation points rather 

than insisting on complete granular 

tracking from the mine site. Inclu-

sion also depends on complemen-

tary measures and incentives, such 

as access to finance, fair pricing 

and institutional support. 

• Traceability costs and benefits 

must be balanced. Downstream 

actors often capture benefits in 

terms of compliance, supply and in-

ventory management and reputa-

tion, while upstream actors bear 

disproportionate burdens. Long-

term viability requires reframing 

traceability as shared operational 

infrastructure that supports inven-

tory management, risk manage-

ment and supply chain resilience. 

To avoid reinforcing existing asym-

metries, hybrid financing models 

and improved cost-sharing ar-

rangements will be necessary. 
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Introduction 

The global energy transition, rapid 

technological innovation and continued 

industrialisation and urbanisation in 

emerging economies are driving un-

precedented demand for minerals. Ac-

cess to these resources has become a 

strategic concern, prompting govern-

ments and intergovernmental organi-

sations to identify “critical raw materi-

als” (CRM)1and develop policies to se-

cure supply, stimulate investment and 

promote more sustainable practices. 

For the EU, whose climate, industrial 

and digital objectives rely heavily on 

secure and affordable access to these 

materials, these dynamics have ele-

vated mineral supply security to a cen-

tral strategic priority. 

For many of these minerals, supply is 

complex, opaque, constrained and in-

creasingly uncertain. Structural factors 

include the concentration of significant 

CRM extraction in high-risk jurisdic-

tions. They also reflect the long-term 

strategy of some countries, particularly 

China, to vertically integrate mining, 

processing and manufacturing, thereby 

clustering midstream capacity and in-

creasing leverage over other countries’ 

security of supply. At the same time, 

international collaboration that initially 

helped diffuse supply chain risks, has 

given way to more transactional trade 

and industrial policies, notably under 

the second Trump administration. To-

gether, these shifts risk further margin-

alising the EU in efforts to secure relia-

ble mineral supply. 

In parallel, the race to scale up mineral 

production has intensified concerns 

about environmental, social and 

governance (ESG) impacts in produc-

ing countries. For the EU, the promo-

tion of standards and traceability has 

emerged as a central strategy for en-

gaging with global mineral markets, 

seeking to enhance supply predictabil-

ity while reducing political and invest-

ment risks and mitigating adverse im-

pacts. At present, policy attention is 

heavily focused on traceability, as ad-

vances in digital technologies make it 

possible to trace minerals and related 

ESG data from extraction through pro-

cessing, manufacturing, use and recy-

cling. 

Effective digital traceability systems sit 

within a wider governance ecosystem. 

Standards define expectations for re-

sponsible practices, while due dili-

gence processes guide the identifica-

tion, prevention and mitigation of risks 

and impacts. Traceability tools capture 

and transmit the data needed to sup-

port and verify these efforts. However, 

in the absence of appropriate policies 

and accompanying measures, the ben-

efits of traceability may be unevenly 

distributed. While some actors gain 

market access and strategic advances, 

others – particularly in producer coun-

tries – may face additional costs, ad-

ministrative burdens, or compliance 

barriers that risk reinforcing exclusion 

and asymmetries. 

This report analyses the potential ben-

efits and drawbacks of advancing digi-

tal traceability across different stake-

holder groups, including government 

actors, artisanal and small-scale min-

ers, large-scale mining companies and 

mineral sourcing firms. It aims to 
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deepen understanding of how tracea-

bility can simultaneously address 

downstream demand for transparency, 

ESG compliance and supply chain re-

silience, while supporting producer 

country priorities such as improved 

oversight of mineral flows, revenue 

management and opportunities for 

value addition. 

The report is structured as follows. 

Chapter 1 sets out the context, de-

fines traceability, explains key drivers 

and their relationship with due dili-

gence and describes the methodology, 

including the selection of digital solu-

tions, stakeholders and country cases. 

Chapter 2 reviews the ESG standards 

landscape for critical minerals and 

analyses how traceability is embedded 

in and can support convergence 

across ESG frameworks.  

Chapter 3 develops an analytical ty-

pology of digital traceability architec-

tures, including verification mecha-

nisms and chain-of-custody models. 

Chapter 4 provides a comparative 

mapping of selected digital traceability 

systems, examining their scope, gov-

ernance arrangements, implementa-

tion approaches and data manage-

ment models. Chapter 5 assesses 

feasibility, focusing on technical and in-

frastructure constraints (particularly in 

ASM contexts), interoperability chal-

lenges, financial and economic viability 

and governance and verification ca-

pacity. 

Chapter 6 assesses the impacts of ex-

panding traceability from a producer-

country perspective, analysing imple-

mentation challenges, positive and ad-

verse effects, implications for mineral 

governance, revenue mobilisation and 

value addition agendas and the strate-

gic considerations shaping producer-

country engagement. 

Chapter 7 presents recommendations 

for international cooperation to pro-

mote meaningful, interoperable, inclu-

sive and financially sustainable tracea-

bility. Chapter 8 concludes by synthe-

sising key findings on fragmentation, 

producer-country alignment, ASM in-

clusion, financing challenges and the 

conditions required to realise traceabil-

ity’s full potential in CRM value chains. 
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1. Context, scope and methodology 

1.1. Defining traceability 

Drawing on existing literature2, this 

study defines traceability as the sys-

tematic process of recording, transfer-

ring and accessing verified information 

on the origin, conditions of production, 

manufacturing and trade, geographical 

path, chain of custody and physical 

evolution of materials or products as 

they move through a value chain. 

Traceability acts as a vehicle for infor-

mation, linking each actor and stage of 

production. It supports responsible 

supply chain practices by helping com-

panies map supply chains, verify 

sources and generate the data needed 

for effective risk management and ac-

countability.  

Several related terms are often used 

when discussing responsible supply 

chain practices, especially those linked 

to information disclosure. These terms 

are frequently used interchangeably, 

which creates confusion. The OECD’s 

definitions provide clarity: 

• Due diligence – As defined in the 

2023 OECD Guidelines for Multina-

tional Enterprises on Responsible 

Business Conduct, is “the process 

through which enterprises can 

identify, prevent, mitigate and ac-

count for how they address their 

actual and potential adverse im-

pacts as an integral part of busi-

ness decision-making and risk 

management systems”3. 

• Supply chain transparency – The 

OECD Due Diligence Guidance for 

Responsible Supply Chains of Min-

erals from Conflict-Affected and 

High-Risk Areas (OECD Due Dili-

gence Guidance) defines supply 

chain transparency functionally, 

stating that enterprises “should in-

troduce a supply chain transpar-

ency system and assess conflict-

related risks in the supply chain. 

The supply chain transparency sys-

tem should include a) a chain of 

custody or traceability system; b) 

identification of the smelters/refin-

ers in the company’s supply 

chain”4. 

• Chain of custody (CoC) – The 

OECD Due Diligence Guidance de-

fines chain of custody as “a record 

of the sequence of entities which 

have custody of minerals as they 

move through a supply chain”5. 

These concepts are interdependent 

but not identical: CoC is about gener-

ating information flows along the chain, 

supply chain transparency concerns 

how that information is disclosed and 

due diligence uses such information 

as one input into broader risk identifi-

cation, prevention, mitigation and re-

mediation. 

1.2. Drivers of traceability up-

take in CRM supply chains 

The uptake of traceability systems in 

CRM supply chains is driven by four 

interconnected system-level drivers. 
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First, structural demand growth driven 

by the energy transition is intensifying 

concerns over long-term supply se-

curity. While climate ambition is in-

creasingly uneven across jurisdictions, 

the broader dynamics of electrification, 

decarbonisation and industrial transfor-

mation continue. These trends depend 

on secure and sustainable access to 

CRM that underpin low-carbon tech-

nologies, from lithium, nickel and co-

balt in electric vehicle batteries to rare 

earth elements used in wind turbines. 

Demand for these materials is pro-

jected to increase significantly, placing 

sustained strain on production capacity 

and global supply chains6. In this con-

text, traceability gains relevance as a 

tool for improving visibility, oversight 

and strategic supply management.  

Second, supply chain resilience and 

circular economy strategies are gener-

ating additional governance demands 

for traceability. As CRM supply chains 

expand and diversify, unmanaged so-

cial, environmental and geopolitical 

risks can disrupt production, restrict 

market access and undermine clean 

energy deployment7. The ability to 

credibly demonstrate compliance with 

ESG standards is increasingly central 

to maintaining buyer confidence, meet-

ing regulatory requirements and secur-

ing long-term supply relationships. In 

parallel, governments and multilateral 

institutions increasingly frame circular-

ity as a means of reducing environ-

mental impacts, while mitigating expo-

sure to external shocks. As secondary 

material flows expand, reliable infor-

mation becomes essential for govern-

ing recycled inputs, identifying prove-

nance, assessing material 

characteristics and ensuring sourcing 

practices meet applicable standards8. 

This increases demand for traceability 

systems that can support resilient and 

well-regulated trade in both primary 

and recycled materials. 

Third, even as global regulatory mo-

mentum is weakening, traceability re-

mains a key compliance enabler within 

the EU’s evolving sustainability frame-

work. Several regulatory instruments, 

such as the EU Conflict Minerals Reg-

ulation, Battery Regulation, Critical 

Raw Materials Act (CRMA) and Corpo-

rate Sustainability Due Diligence Di-

rective, increase expectations for sup-

ply chain transparency and due dili-

gence (see section 2.1.). While tracea-

bility is increasingly referenced across 

these frameworks, its impact on imple-

mentation and uptake varies depend-

ing on how obligations are framed and 

enforced. In some cases, regulatory 

proposals have been politically con-

tested, with concerns raised that man-

datory requirements can be burden-

some or difficult to operationalise in 

complex supply chains9. 

Fourth, technological innovation and 

digitalisation in supply chain manage-

ment are accelerating the uptake of 

traceability systems. New solutions are 

used to reduce reliance on intermedi-

aries, enhance transparency and trust, 

facilitate information exchange and 

minimise contamination risks through 

automated sensing, data capture and 

cloud-based analytics,10 as well as to 

make records harder to tamper with 

and increase accountability for the in-

formation reported11. 
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1.3. How traceability and due 

diligence work together 

Traceability and due diligence should 

be understood as separate but com-

plementary systems, in which tracea-

bility functions as an enabling mecha-

nism. Traceability provides the visibility 

needed for companies to identify risks 

within their supply chains. Due dili-

gence builds on that visibility by evalu-

ating the significance of identified 

risks, determining appropriate re-

sponses and monitoring the effective-

ness of mitigation measures over time. 

The OECD Due Diligence Guidance is 

widely recognised as the core frame-

work for mineral supply chain due dili-

gence. While it does not prescribe the 

use of traceability systems, it empha-

sises that the type and depth of infor-

mation gathered should be proportion-

ate to the level of risk. In high-risk con-

texts, more advanced or granular 

traceability mechanisms may be re-

quired to support meaningful due dili-

gence, whereas in lower-risk settings, 

simpler CoC mechanisms may be suf-

ficient.  

The Guidance also defines a set of 

“red flags” related to mineral origin, 

transit routes and supplier circum-

stances. These trigger enhanced due 

diligence, requiring companies to 

gather more detailed information on 

business relationships and sourcing 

conditions. Such processes depend on 

collaboration across supply chain tiers: 

upstream actors generate data on 

origin and production conditions, mid-

stream actors verify and consolidate 

the data, and downstream actors use it 

to inform risk assessment, reporting 

and disclosure.  

Traceability systems can make risk-

based due diligence more manageable 

and cost-effective by facilitating auto-

mated data collection, aggregation and 

reporting. However, their effectiveness 

depends on the quality, reliability and 

relevance of the underlying data (see 

Section 5.4. and 6.3.) as well as on 

companies’ capacity to interpret find-

ings and act upon them.  

Implementing due diligence: uneven 

compliance burdens 

The OECD Due Diligence Guidance 

underlines the need for coordination 

and cooperation so that due diligence 

responsibilities and costs are shared 

fairly, upstream actors are not exposed 

to disproportionate administrative de-

mands and the information they gener-

ate is properly recognised and valued 

by downstream companies12.  

The growing number of due diligence 

regulations (see Section 2.1.) in-

creases compliance demands across 

global supply chains. Many actors in 

the Global South – particularly smaller 

operators – lack the financial re-

sources, technical expertise and regu-

latory familiarity needed to meet ex-

panding documentation and reporting 

expectations. Without targeted up-

stream support, these dynamics can 

lead to exclusion and disengagement, 

rather than to improved practices. 

Due diligence and traceability ap-

proaches must therefore be designed 

with implementability in practice. If 

suppliers cannot meet or understand 

requirements in practice, due diligence 

and traceability may unintentionally re-

inforce the risks they aim to mitigate. 
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Cobalt supply chains in the Democratic Republic of the Congo (DRC) illustrate 
how traceability and due diligence interact. Various initiatives have sought to sup-
port responsible sourcing by documenting provenance and site-level practices13. 
In the absence of reliable upstream transparency, however, some downstream 
companies, such as Umicore, have decided to exclude artisanal and small-scale 
mined cobalt to limit legal and reputational exposure14. Such disengagement has 
immediate consequences for market access and longer-term implications for local 
economic development. 

Exclusion often occurs when provenance information is used as a substitute for ro-
bust due diligence. When an entire country or region is labelled “high risk”, down-
stream actors may avoid sourcing from that origin altogether, sidelining suppliers 
regardless of conditions at specific sites.  

This pattern is evident in the DRC, but similar dynamics can arise in other geopo-
litical contexts. Without robust due diligence capable of distinguishing between 
risks that can be managed and those that cannot, traceability can inadvertently en-
able broad-brush exclusion instead of supporting more targeted and responsible 
engagement. 

1.4. The role of digital tracea-

bility 

Digital technologies can streamline 

traceability by automating data capture 

and management, but they cannot on 

their own ensure responsible sourcing 

or improve conditions at production 

sites. A supply chain may be digitally 

traceable to a specific mine while 

providing little insight into labour prac-

tices, environmental management or 

community impacts. Risks flagged by 

digital systems are only a starting 

point; companies must still analyse the 

information and engage stakeholders 

to identify and address actual or poten-

tial impacts.  

The OECD highlights the two-way rela-

tionship between traceability and due 

diligence15. Traceability information 

can refine risk assessment and prioriti-

sation, while due diligence findings de-

termine the appropriate scope and 

depth of traceability systems in a given 

context.  

For traceability to meaningfully support 

due diligence, the information collected 

must be relevant to the risks communi-

ties actually face. Global indicators 

such as greenhouse gas emissions 

may be useful, but they do not capture 

many local environmental and social 

harms. In the DRC, for instance, com-

munities near cobalt and copper oper-

ations face immediate risks from dust 

exposure, heavy metal contamination 

and water pollution, despite the coun-

try hosting one of the world’s largest 

tropical forest carbon sinks16. In north-

ern Chile, long-standing copper pro-

duction and expanding tailings infra-

structure have exposed indigenous 

communities to toxic metals17. In such 

contexts, a focus on emissions data 

can overlook the most material risks 

on the ground. Without context-
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specific, risk-relevant data, traceability 

systems cannot provide the infor-

mation needed for effective due dili-

gence. 

1.5. Methodology 

This report uses a qualitative research 

approach that combines a desk review 

with stakeholder interviews. The desk 

review covered academic studies on 

traceability and ESG in mineral supply 

chains, comparative analyses of sus-

tainability and traceability systems, 

policy briefs from multilateral and re-

gional organisations, ESG standards 

and information from traceability pro-

viders and certification schemes. The 

research involved a comparative map-

ping of a diverse set of digital tracea-

bility systems in order to understand 

the state of play in the field, in terms of 

scope, governance arrangements, op-

erationalisation, data management and 

interoperability. 

Building on this literature, the study 

conducted over 20 semi-structured in-

terviews with a diverse set of stake-

holders across the CRM value chain, 

including traceability solution provid-

ers, standard setters, supply chain ac-

tors, government representatives and 

civil society organisations. Interview 

questions focused on how traceability 

contributes to due diligence processes 

and outcomes, the advantages of tak-

ing part in traceability solutions, the 

limitations and challenges of imple-

menting them, and what is needed to 

strengthen the role of traceability in re-

ducing adverse impacts in mineral 

supply chains.  

Key findings were validated during a 

roundtable with 15 participants repre-

senting public sector actors from Euro-

pean and producer country govern-

ments, private sector and industry as-

sociations, as well as standard-setting 

organisations and civil society. The 

roundtable was held in February 2026 

at the “Investing in African Mining In-

daba” Conference in Cape Town, 

South Africa, in the context of a side 

event organised by the GIZ on “Un-

locking Africa’s Resource Potential for 

Responsible and Resilient Supply 

Chains”. During this session, feedback 

and inputs on key draft findings were 

gathered and subsequently integrated 

into the final report. 

Selection of digital traceability systems 

Given the fast pace of technological 

change and evolving value chains, 

new digital traceability tools are contin-

uously developed. To ensure focus 

and analytical depth, the study se-

lected 27 digital traceability systems 

that balance diversity and relevance in 

line with the study’s objectives (see 

Chapters 3 and 4 for a typology and 

comparative mapping of the selected 

solutions). Selected tools meet all of 

the following criteria: 

 

• Cover critical minerals (or have the 

potential to do so); 

• support, enable or inform due dili-

gence, ESG assurance or compli-

ance processes; 

• Use digital technologies; 

• Address multiple stages of the sup-

ply chain (i.e. extraction, pro-

cessing, trading, manufacturing, or 

market access);  
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• Have an international scope (not 

limited to a single country or com-

pany); and  

• Provide sufficient publicly available 

information. 

 

In addition, selected tools meet at least 

one of the following criteria: 

 

1. Demonstrated maturity beyond 

conceptual design: systems are de-

ployed, piloted, referenced, or ac-

tively used in critical mineral supply 

chains; or 

2. New, original or innovative systems 

with strong potential for technical 

interoperability and/or scalability. 

 

The systems analysed in this study 

constitute a non-exhaustive and inten-

tionally heterogeneous selection, rep-

resenting diverse aspects of the trace-

ability ecosystem. All selected systems 

are directly or indirectly linked to digital 

traceability, either by implementing 

traceability, enabling it through infra-

structure, standards, or governance, or 

by analysing traceability data and sys-

temic risks. This study excludes tools 

that are unrelated to traceability, such 

as ESG reporting platforms, tools fo-

cused solely on data reporting without 

traceability capabilities and advisory 

services. 

Stakeholder selection 

To complement the desk review, the 

study engaged stakeholders with direct 

experience of digital traceability in criti-

cal mineral supply chains and its ef-

fects on ESG performance. Stakehold-

ers were selected to reflect different 

countries of operation, different roles 

along the supply chain (from artisanal 

and industrial production to down-

stream use), and whether they are di-

rectly affected by mineral supply 

chains or influence them through regu-

lation, standard-setting or community 

representation. 

Five main stakeholder groups were in-

cluded: traceability solution providers, 

supply chain actors, government rep-

resentatives, civil society organisations 

and standard-setting bodies. Solution 

providers contributed insights on sys-

tem design, data management, gov-

ernance, feasibility and contribution to 

due diligence. Supply chain actors 

(downstream companies, smelters and 

refiners, industrial mining companies 

and an ASM cooperative) shared ex-

periences of using traceability tools, 

reflecting on benefits, costs, limitations 

and implementation challenges. Gov-

ernment officials from producer coun-

tries discussed national traceability re-

quirements and systems, expectations 

of private initiatives and perceived im-

pacts on responsible mining. Interna-

tional and national civil society organi-

sations reflected on impacts for com-

munities and workers and on how to 

strengthen traceability’s role in reduc-

ing adverse impacts. Standard-setting 

bodies provided perspectives on the 

ways traceability operates within certi-

fication systems, the value it adds to 

due diligence and key opportunities 

and constraints they observe. 

Country cases 

The study examines country cases to 

capture diverse perspectives and prac-

tices that offer broader lessons on the 

technical and financial feasibility, as 
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well as the economic and political 

economy impacts and potential, of dig-

ital traceability. The depth of analysis 

varies by country: in some, the study 

explores specific traceability experi-

ences in detail, while in others it 

adopts a more exploratory view of 

emerging approaches and debates. 

Countries were selected to reflect dif-

ferences in the presence of critical 

minerals, the balance between large-

scale mining (LSM) and ASM, the 

strength of regulatory frameworks, 

oversight and enforcement, levels of 

fragility, existing traceability solutions 

and connectivity as well as digital liter-

acy. The study includes perspectives 

and examples from Chile, DRC, Tan-

zania, Guinea and Indonesia.  
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2. ESG standards and traceability 

2.1. ESG standards 

ESG standards in the mining sector 

are rapidly evolving. In 2022, the Ger-

man Federal Institute for Geosciences 

and Natural Resources (BGR) pub-

lished the study Sustainability Stand-

ard Systems for Mineral Resources: A 

Comparative Overview, offering a 

comprehensive mapping of sustaina-

bility standards across the minerals 

sector.18 The study found that standard 

systems are gradually expanding in 

membership, global reach, range of 

commodities covered and overall ESG 

scope. It observed an ongoing evolu-

tion of due diligence approaches to en-

compass broader ESG criteria and 

multiple segments of the supply chain. 

However, the study also concluded 

that transparency and geographic cov-

erage remain limited and that wider so-

cietal and circular-economy objectives 

are insufficiently addressed.  

Despite continued sophistication of 

standards, the ESG landscape today 

remains largely voluntary and domi-

nated by company-driven schemes. 

This results in fragmentation and une-

ven implementation, with practices 

centred on periodic audits and risk-

screening processes rather than con-

tinuous, data-driven performance mon-

itoring.  

Towards more convergence  

In recent years, European due dili-

gence regulations and rising investor 

expectations have started to drive a 

closer integration of ESG assurance, 

digital traceability and regulatory 

compliance. The ESG landscape in 

Europe and beyond is reshaped by 

four ongoing dynamics that push to-

wards convergence of standards and 

closer connection of ESG assurance 

systems with emerging EU regulatory 

and data infrastructures. 

1. Regulatory consolidation is 

driven by a suite of EU instruments 

(see Box 2) that progressively turn 

voluntary reporting and responsible 

sourcing practices into binding obli-

gations on due diligence, sustaina-

bility performance, risk manage-

ment and data disclosure across 

CRM value chains. Together, these 

measures amount to the most far-

reaching attempts globally to regu-

late the ESG dimensions of CRM 

supply chains, shaping practices 

not only for EU-based operators 

but also for international suppliers 

that seek access to the European 

market. 

2. Standard consolidation is exem-

plified by the Consolidated Mining 

Standard Initiative (CMSI), which 

integrates and harmonises the core 

requirements of existing responsi-

ble mining frameworks, including 

the Copper Mark, the International 

Council on Mining and Metals 

(ICMM) Mining Principles, the Min-

ing Association of Canada’s To-

wards Sustainable Mining (TSM) 

program and the World Gold Coun-

cil’s (WGC) Responsible Gold Min-

ing Principles (RGMPs). 
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3. Technical alignment is reflected in 

a new generation of standards 

such as ISO 23664 Traceability of 

Rare Earth Elements, which speci-

fies requirements and gives guid-

ance on the design and use of 

traceability for REE supply chains. 

Also relevant are ISO Project Com-

mittee (ISO/PC) 348 Sustainable 

Raw Materials and ISO Interna-

tional Workshop Agreement (IWA) 

45 Sustainable Critical Minerals 

Supply Chains. The former devel-

ops criteria for sustainability across 

raw material value chains, while the 

latter provides its analytical founda-

tion. Both inform the European 

Committee for Standardisation 

(CEN) Technical Committee (TC) 

472 Rare Earths and CEN/TC 477 

Sustainable Raw Materials under 

the CRMA. 

 

 

4. Digital integration is increasingly 

shaped by digital product passports 

(DPPs), emerging registry systems 

such as the Global Battery Alliance 

(GBA) Battery Passport (see Box 

3), and pilots by traceability provid-

ers such as Circulor and Minespi-

der, which integrate blockchain-

based traceability with ESG and 

carbon-footprint data. These devel-

opments build on foundational 

global data standards from organi-

sations such as GS1, enabling in-

teroperable supply chain practices 

through barcode-based product 

identification (e.g. GTINs), shared 

data models and multi-stakeholder 

coordination. Complementing these 

efforts, the UN Transparency Proto-

col (UNTP) (see Box 2) defines 

common data standards, verifiable 

credential formats and interopera-

ble protocols to enable cross-plat-

form compatibility.  

Box 1: Key EU instruments shaping ESG and traceability in CRM supply 

chains 

• Corporate Sustainability Due Diligence Directive (CSDDD or CS3D, 

2024/1760): Establishes mandatory human rights and environmental due dili-

gence obligations for large in-scope companies across their value chains, em-

bedding the OECD Due Diligence Guidance in EU law. Effective implementa-

tion depends on upstream visibility and reliable traceability information. The 

Directive is currently subject to an “omnibus” amendment process that may 

adjust scope, thresholds and timelines.19 

• Corporate Sustainability Reporting Directive (CSRD, 2022/2464): Re-

quires large companies to disclose ESG information using the European Sus-

tainability Reporting Standards (ESRS), including data relevant to sourcing, 

supply chain risks and material traceability. Elements of scope and timelines 

are also subject to potential omnibus amendments. 
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• Critical Raw Materials Act (CRMA, 2024/1252): Establishes a framework to 

strengthen the EU’s secure and sustainable supply of CRM, including bench-

marks for domestic extraction, processing and recycling. While not mandating 

traceability systems, it reinforces the importance of origin-related risk analysis 

and supply chain visibility. 

• Conflict Minerals Regulation (2017/821): Requires EU importers of tin, tan-

talum, tungsten and gold (3TG) above specified annual volume thresholds to 

conduct supply chain due diligence in line with the OECD Due Diligence Guid-

ance. Compliance requires chain-of-custody information and documentation of 

sourcing practices. 

• Ecodesign for Sustainable Products Regulation (ESPR, 2024/1781): Es-

tablishes a horizontal for framework sustainability requirements across a wide 

range of products and provides the legal basis for digital product passports 

(DPP). DPPs will progressively require product-level information on material 

composition, circularity, environmental performance and compliance, including 

for CRM-intensive product groups. 

• Battery Regulation (2023/1542): Sets sustainability, safety and circularity re-

quirements for certain batteries placed on the EU market, including carbon-

footprint thresholds, recycled-content obligations and due diligence require-

ments for certain raw materials such as cobalt, lithium, nickel and graphite. It 

introduced the digital battery passport (DBP) to enhance lifecycle transpar-

ency and ESG data exchange. 

• EU Strategy on Standardisation (2022/31): Sets out the European Commis-

sion’s strategic priorities for European standardisation in support of the Green 

Deal, digital transition and industrial resilience, including work relevant to sus-

tainability, circularity and CRM.  

 

It is important to note that regulatory 

consolidation does not mean harmoni-

sation. Fragmentation remains a chal-

lenge. Regulatory frameworks vary 

significantly in the extent to which they 

specify the role of traceability. Some 

mandate comprehensive digital pass-

ports and detailed supply chain tracea-

bility, most notably the EU Battery 

Regulation and its battery passport re-

quirements20, while others focus more 

broadly on due diligence and supply 

security without specifying how tracea-

bility should be implemented, such as 

the EU CRMA. This leads to uneven 

adoption among companies, as they 

navigate differing expectations on data 

granularity and enforcement capaci-

ties. For example, the Battery Regula-

tion, CRMA and Conflict Minerals Reg-

ulation all rely on member states to de-

velop their own penalty frameworks, 

which can create inconsistent enforce-

ment outcomes21.
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Box 2: The UN Transparency Protocol (UNTP) 
 
The UNTP is a digital interoperability standard being developed by the UN 
Centre for Trade Facilitation and E-Business (UN/CEFACT). It provides a 
shared protocol and common data architecture that enables diverse software 
systems – including traceability platforms, digital product passports and ESG 
reporting tools – to exchange verified supply chain and sustainability infor-
mation in a trusted and machine‑readable format. 
 
UNTP’s design helps supply chain actors share ESG evidence and prove-
nance data while respecting confidentiality and reducing the costs of demon-
strating compliance with multiple overlapping standards and regulations22.  
 
Several governments, major industry associations and standard-setting organi-
sations support the initiative and have launched pilots and interoperability test-
ing. These efforts explore use cases in critical minerals, electronics and auto-
motive value chains, illustrating how UNTP can facilitate cross-border compli-
ance and data exchange across markets. 
 
At the same time, awareness and practical understanding of UNTP remain un-
even among both companies and producer-country institutions. Many stake-
holders are unclear about its operational relevance and urgency. Broader up-
take therefore depends not only on technical development, but also on out-
reach, capacity building and real-world testing to ensure that agreed standards 
function effectively in practice. 
 

 

The current ESG landscape for critical minerals 

The most widely recognised ESG and 

due diligence standards now form a 

multilayered system, with each typi-

cally addressing one or more of the fol-

lowing four layers: 

1. Cross-sector due diligence 

frameworks such as the OECD 

Guidelines for Multinational En-

terprises, the OECD Due Dili-

gence Guidance and the UN 

Guiding Principles on Business 

and Human Rights (UNGP) de-

fine the baseline process for 

risk-based due diligence in min-

eral supply chains. 

2. Operational ESG standards 

for mining and processing 

translate due diligence expecta-

tions into auditable site-, facility- 

or corporate-level requirements. 

They define measurable perfor-

mance criteria across environ-

mental, social, governance and 

safety dimensions. Examples 

include the Responsible Miner-

als Initiative (RMI) through its 

Responsible Minerals Assur-

ance Process (RMAP), the 

ICMM Mining Principles, the 

CMSI, the Initiative for Respon-

sible Mining Assurance (IRMA), 

Mining Association of Canada’s 
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Towards Sustainable Mining 

(TSM) and the Global Industry 

Standard on Tailings Manage-

ment (GISTM). Consolidated 

assurance initiatives such as 

CERA 4in1 – an industry-led 

framework developed in the 

context of European critical raw 

materials policy discussions – 

seek to harmonise and stream-

line compliance across multiple 

recognised ESG standards 

through a single integrated audit 

process. 

3. Mineral-specific standards 

such as the Aluminium Steward-

ship Initiative (ASI) and the 

Copper, Nickel and Zinc Marks 

tailor ESG requirements to 

value chain characteristics of in-

dividual metals, linking site-level 

audits to chain-of-custody or 

product claims. 

4. Financial and market-driven 

instruments, including the Lon-

don Metal Exchange (LME) Re-

sponsible Sourcing Require-

ments (RSR), the London Plati-

num and Palladium Market 

(LPPM) Responsible Sourcing 

Guidance (LSG), RMI conform-

ant smelter lists, and emerging 

disclosure expectations linked 

to the EU Carbon Border Ad-

justment Mechanism (CBAM), 

connect ESG and due diligence 

assurance directly to market ac-

cess and pricing by making dis-

closure requirements conditions 

for trading and supplier qualifi-

cation. 

Table 1: Layers of ESG and Due Diligence Governance in Mineral Supply Chains 

Layer Description Main actors & exam-
ples 

Cross-sector 
due diligence 
frameworks 

Provide the procedural backbone for 
due diligence and human-rights-based 
risk management. 

OECD Due Diligence 
Guidance 
UNGP 

Sector-wide 
or 
multi-mineral 
standards 

Establish common ESG performance 
benchmarks throughout the extraction 
and/or processing stages of the min-
eral value chain, across a range of 
commodities. 

CERA 4in1 
CMSI 
ICMM - MP 
IRMA 
RMI - RMAP 
MAC – TSM 
GISTM 

Mineral- 
specific 
initiatives 

Tailor ESG and due diligence criteria 
to the characteristics and value chains 
of individual metals, linking site-level 
assurance to chain-of-custody or 
product-level claims. 

ASI 
Copper Mark 
Nickel Mark 
Zinc Mark 

Financial- 
and 
market-
driven 
instruments 

Tie ESG and due diligence assurance 
to market participation, pricing and in-
vestment by making disclosure re-
quirements conditions for trading, 

EU - CBAM 
LME - RSR 
LPPM - RSG 
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supplier qualification and product eligi-
bility. 

 

 

Inclusion of artisanal and small-scale 

mining  

A persistent limitation of many ESG 

standards is their limited accommoda-

tion of ASM, even though this subsec-

tor produces a substantial share of crit-

ical minerals such as cobalt, tin and 

tantalum23. Two notable models pro-

vide guidance on how to integrate 

ASM in responsible supply chains: 

• CRAFT (Code of Risk-mitigation for 

Artisanal and Small-scale Mining 

Engaging in Formal Trade), devel-

oped by the Alliance for Responsi-

ble Mining (ARM) in 2018 and up-

dated in 2021 in collaboration with 

Resolve, provides an OECD-

aligned, stepwise due diligence 

framework for ASM24. It enables 

ASM operators to demonstrate 

compliance with due diligence 

requirements and facilitates the 

generation of structured supply 

chain data that can interface with 

traceability systems. 

• Entreprise Générale du Cobalt 

(EGC), established in 2019 in the 

DRC as a subsidiary of the state-

owned mining company 

Gécamines, seeks to formalise and 

channel ASM cobalt production 

through regulated trading struc-

tures. It combines bag-and-tag 

traceability, cooperative formalisa-

tion and digital tracking pilots to 

align ASM cobalt exports with na-

tional regulation and international 

due diligence expectations. The ini-

tiative remains at the pilot stage, 

with limited operational output and 

ongoing testing of traceability and 

formalisation models25. 

2.2. Traceability in ESG standards 

Across mineral value chains, ESG 

standards refer to traceability in differ-

ent, partially overlapping ways rather 

than as a single, harmonised con-

cept26.  

In simplified form, three main traceabil-

ity functions can be distinguished.  

1. Responsible-origin assurance 

models treat traceability as the abil-

ity to demonstrate that material 

originates from a mine, facility or 

site audited against defined ESG 

requirements. Several standards 

certify responsible production but 

do not, in themselves, require or fa-

cilitate the tracking of material be-

yond the certified site. The model is 

influential because it is scalable, 

audit-compatible and provides a 

convenient building block for re-

sponsible sourcing claims.  

 

Examples include site-level perfor-

mance standards such as the ASI 

Performance Standard and Re-

sponsible Steel, mineral-specific 

schemes like The Copper Mark and 

WGC’s RGMPs and broader 



 

24 
 

frameworks such as IRMA, CERA 

4in1 and CMSI. 

 

2. Due diligence reporting ap-

proaches focus on generating 

structured information on suppliers, 

intermediaries, transport routes and 

other actors to enable companies 

to identify, assess and mitigate 

ESG risks across multiple tiers. 

This function underpins compliance 

with regimes like EU CS3D and 

CSRD by generating data for due 

diligence reporting but does not 

necessarily involve material-level 

traceability.  

 

Examples include the CRAFT Code 

for ASM due-diligence data, the 

RMI Cobalt Refiner Standard and 

RMAP for upstream supply chain 

mapping, the EGC responsible 

sourcing framework for ASM cobalt 

in the DRC and the International Fi-

nance Cooperation (IFC) Perfor-

mance Standards 1 and 2 on ESG 

risk management and labour condi-

tions. 

 

3. Chain of custody (CoC) models 

require materials – or their docu-

mented flows – to be followed 

through production, processing and 

trade, using mechanisms such as 

physical tagging, digital identifiers, 

input–output accounting and audit-

ready records (see further Chapter 

3). CoC traceability is increasingly 

built into digital product passports 

and EU regulatory systems, but re-

mains complex to implement at 

scale. 

 

Examples include the ASI and Re-

sponsibleSteel CoC Standards, 

electronics recycling schemes such 

as the R2 Standard and e-Stew-

ards and technical standards like 

ISO 23664 (rare earth traceability). 

A growing emphasis on the reliability, 

comparability and structured disclo-

sure of ESG data underpins all three 

functions. This ensures that it is clearly 

linked to specific operations, can be 

verified and benchmarked across com-

panies and supports auditable due dili-

gence claims. Clear rules on data gov-

ernance, formatting and transparency 

are central to this function. 

Examples of such efforts include the 

European Sustainability Reporting 

Standards (ESRS) and sector-specific 

guidance such as Sector Standard 14 

of the Global Reporting Initiative (GRI) 

for mining and related mineral-supply 

chain reporting practices. 

2.3. Towards an integrated 

ESG-traceability ecosys-

tem 

This analysis indicates a gradual con-

solidation of ESG standards and trace-

ability systems into one ecosystem. 

ESG assurance systems increasingly 

generate quantifiable data that can be 

embedded in DPP or blockchain regis-

tries, allowing sustainability information 

to move with CRM along the supply 

chain27.  

Credible end-to-end traceability in 

CRM supply chains will depend on 

how complementary functions work to-

gether: ESG standards define princi-

ples and due diligence expectations; 
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technical standards and data infra-

structures translate these into measur-

able, verifiable flows of materials and 

information; regulatory instruments 

make them binding and enforceable. 

Effective traceability is therefore both a 

governance and systems-engineering 

challenge: gaps in upstream data, 

interoperability or ASM inclusion can 

undermine the integrity of the whole 

chain. As EU initiatives on DPP, due 

diligence and CRM monitoring ad-

vance, their coherence with ESG and 

technical standards will largely deter-

mine the credibility and inclusiveness 

of responsible sourcing systems.

Box 3: Global Battery Alliance and the Battery Passport 
 
The Global Battery Alliance (GBA) is a public–private, multi-stakeholder platform 
founded in 2017 at the World Economic Forum. It brings together governments, 
civil society, industry actors (including mining, materials, battery cell producers and 
OEMs), academia and international organisations to pursue a sustainable, circular 
and socially responsible global battery value chain by 2030. 
 
A central initiative of the GBA is the Battery Passport, an emerging global sustaina-
bility reporting and certification framework for batteries. Rather than a stand-alone 
scheme, it defines common sustainability indicators (e.g., carbon footprint, material 
provenance, responsible sourcing, social metrics) and data exchange principles to 
help harmonise reporting across different systems and jurisdictions. 
 
The GBA Battery Passport has been developed in close alignment with the digital 
battery passport requirements introduced under the EU Battery Regulation. Under 
this Regulation, from 2027 onwards, electric vehicle batteries, industrial batteries 
and light-means-of-transport batteries placed on the EU market must be accompa-
nied by a digital battery passport. This passport must be accessible via a QR code 
and contain specified information on the battery’s lifecycle, carbon footprint and 
other sustainability-related parameters. 
 
Since 2023, the GBA has convened pilots and proof-of-concept exercises across 
the value chain. In 2026 it has begun larger operational trials with around 15 con-
sortia of value chain participants to test sustainability reporting, benchmarking and 
interoperability with digital tools in real-world settings28.  
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3. Traceability system architecture 

3.1. An analytical typology of digital traceability systems 

There exists considerable ambiguity 

regarding the roles and features of dif-

ferent traceability systems, which are 

frequently conflated despite serving 

distinct functions. This lack of differen-

tiation hinders effective assessment 

and comparison. To address this issue, 

this study distinguishes four comple-

mentary categories. These differ in ob-

jectives, governance models and in-

centive structures, which in turn affect 

their scalability, cost, durability and 

overall contribution to system-wide 

traceability:  

1. Commercial traceability solu-

tions are market-driven, vendor-

operated systems that automate 

data capture and chain-of-custody 

accounting by integrating with en-

terprise systems, certification 

schemes and regulatory reporting 

workflows.  

2. Multi-stakeholder programmes 

are broader initiatives designed to 

strengthen due diligence, risk miti-

gation, responsible sourcing and in-

stitutional capacity through partner-

ships. These programmes use 

traceability to enhance supply 

chain governance, including im-

proved assurance mechanisms, 

stakeholder inclusion, regulatory 

alignment and evidence genera-

tion.  

3. Traceability support infrastruc-

ture refers to the technical and 

governance foundations that ena-

ble traceability. By defining shared 

identifiers, data capture models, 

exchange protocols and verification 

services, this infrastructure trans-

lates regulatory requirements into 

interoperable data architectures 

that underpin traceability efforts. 

4. Research and development 

(R&D) initiatives are time-bound 

or project-based research and ana-

lytical activities that generate evi-

dence and insight, allowing to bet-

ter understand supply chains, 

traceability gaps and compliance 

risks. They are typically supported 

through public funding and priori-

tise learning experimentation and 

evidence generation rather than 

operating persistent traceability 

systems or delivering commercial 

services. 

The distinction between these catego-

ries is intended as an analytical device 

to highlight dominant organisational 

logics, rather than as a rigid classifica-

tion of internally consistent system 

types. Within each category, there is 

significant diversity in design, govern-

ance and operational focus.  

Among commercial traceability solu-

tions, for instance, one can distinguish 

enterprise resource planning (ERP)-

embedded solutions, commodity- or 

sector-specific platforms and 

standalone tools. These differ in cost 

structure, data depth, implementation 

effort and in their ability to support con-

tinuous, transaction-level traceability 

versus periodic compliance reporting. 
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Multi-stakeholder programmes range 

from due diligence systems and ASM 

formalisation pilots to certification-em-

bedded corporate responsibility 

schemes. Their focus shapes enforce-

ment capacity, geographic scope and 

institutional sustainability. Traceability 

support infrastructures also differ: 

some primarily codify legal require-

ments, while others provide the tech-

nical foundations for other systems to 

communicate and interoperate. Finally, 

R&D initiatives include scientific pilots 

and concepts as well as advanced risk 

analytics.  

These four categories are analytically 

distinct yet structurally interdependent. 

Multi-stakeholder programmes rely on 

commercial traceability solutions to op-

erationalise tracking and reporting and 

on support infrastructure to secure in-

teroperability and regulatory recogni-

tion. Commercial solutions, in turn, de-

pend on credible data and assurance 

processes generated by multi-stake-

holder programmes. R&D initiatives 

cut across all three, feeding evidence 

and technical advances into pro-

grammes, commercial solutions and 

support infrastructures. 

Table 2: Overview of Digital Traceability Systems 

System name Category Main Focus 

3KEYS 
Commercial solu-

tion 

Consulting and implementation provider for seriali-

sation and track-and-trace projects supporting reg-

ulatory compliance and brand protection. 

Argos  
Commercial solu-

tion 

Real-time digital monitoring for stock data and au-

dit trails of bulk commodities using IoT sensors, 

drones and spatial scanning. 

BATTRACE R&D initiative 

Research project on sustainable processing and 

traceability of battery metals and materials, explor-

ing analytical methods for origin tracking and pro-

duction optimisation. 

Circularise 
Commercial solu-

tion 

Blockchain-based DPP platform providing mass 

balance traceability and tokenized sustainability 

certificates. 

Circulor 
Commercial solu-

tion 

CRM and battery traceability system supporting 

due diligence and ESG risk management. 

CIRPASS-2 R&D initiative 

EU-funded multi-stakeholder innovation action 

building on CIRPASS pilot to scale real-world de-

ployment and interoperability testing of DPPs 

aligned with ESPR. 
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Table 2: Overview of Digital Traceability Systems 

System name Category Main Focus 

Catena-X 
Support infrastruc-

ture 

Industrial data space facilitating interoperable 

traceability and DPP frameworks for the automo-

tive industry. 

Everledger 
Commercial solu-

tion 

Blockchain platform providing traceability for high-

value assets and a range of industries. 

Ethereum / 

IPFS 

Support infrastruc-

ture 

Public decentralised blockchain combined with dis-

tributed file storage (IPFS), forming a general-pur-

pose Web3 infrastructure used by some traceabil-

ity applications. 

iTraceIT 
Commercial solu-

tion 

Blockchain traceability platform capturing product 

origin, ownership, compliance documents and 

transformation history across complex supply 

chains. 

iTSCi 
Multi-stakeholder 

programme 

Traceability for tin, tantalum and tungsten (3T) 

minerals due diligence in the African Great Lakes 

region. 

MaDiTraCe R&D initiative 

EU-supported project developing digital and mate-

rial traceability methods for CRM, integrating them 

into a prototype certification scheme. 

Minespider 
Commercial solu-

tion 

Blockchain-based traceability platform for mineral 

supply chains, supporting multi-actor data sharing. 

MineHub 
Commercial solu-

tion 

Digital platform for mining commodity transactions 

and supply chain collaboration, with integrated 

shipment tracking and provenance capabilities. 

OPTEL 
Commercial solu-

tion 

Traceability and carbon reporting platform used by 

companies across multi-sector supply chains. 

PeerLedger 
Commercial solu-

tion 

Blockchain-based traceability platform using 

shared ledgers to support ESG data exchange in 

supply chains. 

RCS Trace 
Commercial solu-

tion 

Traceability platform for mineral supply chains, 

supporting chain-of-custody tracking and due dili-

gence reporting, including implementation through 

programmes such as Better Mining. 
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Table 2: Overview of Digital Traceability Systems 

System name Category Main Focus 

RE|SOURCE 
Commercial solu-

tion 

Supply chain traceability and ESG compliance 

platform for critical minerals and battery value 

chains. 

SAP GreenTo-

ken 

Commercial solu-

tion 

Solution for mass-balance traceability and sustain-

ability attribution in complex supply chains. 

START  

(Rio Tinto) 

Commercial solu-

tion 

Customer-facing sustainability and traceability la-

bel for Rio Tinto products, providing shipment-level 

ESG metrics to support due diligence and report-

ing. 

SustainBlock 
Multi-stakeholder 

programme 

Blockchain-enabled chain-of-custody pilot to 

strengthen due diligence, transparency and ASM 

inclusion in mineral supply chains. 

Tilkal 
Commercial solu-

tion 

Blockchain-based multi-sector traceability platform 

combining supply chain data and analytics to sup-

port transparency, compliance and risk manage-

ment. 

TinLink 
Multi-stakeholder 

programme 

Blockchain-based project for enhanced traceability 

and due diligence in tin supply chains, integrating 

data and governance to support actor collabora-

tion and transparency. 

Trace4EU / 

EBSI 

Support infrastruc-

ture 

EU-led public blockchain infrastructure (EBSI) and 

associated Trace4EU pilots that explore traceabil-

ity use and verifiable credentials for cross-border 

data exchange. 

TraceMet R&D initiative 

Research and pilot initiative exploring technical 

and governance designs for metal traceability sys-

tems. 

Valutrax (Anglo 

American) 

Commercial solu-

tion 

Proprietary blockchain-based traceability platform 

from Anglo American that tracks metals and miner-

als from mine to customer, providing product prov-

enance and key ESG indicators. 

iPoint 
Commercial solu-

tion 

Supply chain data management platform support-

ing traceability, due diligence and sustainability re-

porting. 
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Graphic 1: Comparative overview of traceability systems according to functional category 

and mineral scope 
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Graphic 1: Comparative overview of traceability systems according to functional category 

and mineral scope  



 

32 
 

3.2. Verification mechanisms for traceability 

Traceability systems rely on different 

forms of verification that vary in 

strength and degree of independence. 

The table below summarises a com-

monly used cross-sector framework 

that distinguishes three tiers.  

Tier 1 – Proof of Intention involves 

documentation that signals commit-

ment to responsible sourcing. While 

necessary for governance and ac-

countability, such documentation does 

not in itself verify material flows or 

origin. 

Tier 2 – Proof of Transaction seeks 

to establish continuity of custody by 

linking physical materials to digital rec-

ords across transactions. These sys-

tems aim to demonstrate that declared 

movements and transformations are 

internally consistent and procedurally 

controlled. They reduce opportunities 

for substitution or duplication but re-

main dependent on the integrity of 

data entry and physical–digital linkage. 

Tier 3 – Proof of Origin, introduces in-

dependent material verification capa-

ble of confirming whether a material’s 

intrinsic properties are consistent with 

claimed provenance. These methods 

provide external validation of adminis-

trative traceability systems but cannot 

substitute for continuous transaction-

level tracking. Rather, they function as 

complementary audit or validation 

tools. 

Table 3: Verification levels for traceability adapted from the OECD29 based on the 

Nordic Innovation proof-of-concept study30 

Verification level Description Examples 

Tier 1: Proof of In-

tention 

Basic documentation demon-

strating compliance commit-

ments. 

Policies;  

Codes of Conduct; 

Supplier statements 

Tier 2: Proof of 

Transaction 

Chain of custody systems that 

track material flows through the 

supply chain. 

CoC records;  

Blockchain-based tracking; 

Automated ID registration; 

Tagging and labelling systems; 

Geolocation; 

Time-stamping 

Tier 3: Proof of 

Origin 

Scientific or physical verification 

methods that confirm the origin 

or materials, beyond documen-

tation and transactional records. 

Isotopic and geochemical analysis; 

Physical fingerprinting*  

 

* Physical fingerprinting refers to determining the origin of a mineral sample by analysing its inherent characteristics. “Natural” 

fingerprinting relies on the material’s intrinsic properties, such as geochemistry or mineralogy, while “artificial” fingerprinting in-

troduces external markers, such as taggants or laser inscriptions, to certify origin. 
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Physical–Digital Linkage Mechanisms 

Beyond formal chain-of-custody (CoC) 

documentation, Tier 2 verification re-

lies on mechanisms that establish and 

maintain the link between physical ma-

terials and their associated digital rec-

ords. These mechanisms vary in so-

phistication, cost and robustness and 

are best understood as complemen-

tary rather than mutually exclusive.  

Barcodes and QR codes are widely 

used to establish physical–digital link-

age, particularly for bag- or batch-level 

tracking in upstream and midstream 

contexts. Their low cost and ease of 

deployment make them attractive in 

environments with limited infrastruc-

ture, but they remain vulnerable to 

damage, duplication and intentional 

substitution.  

Radio-frequency identification 

(RFID) tags enable a higher degree of 

automation by allowing items to be 

scanned without direct line-of-sight, 

which speeds up processing in logis-

tics, warehousing and large industrial 

facilities. However, RFID systems re-

quire greater upfront investment and 

supporting infrastructure, which limits 

their applicability in remote, small-

scale or low-formalisation settings.  

These identification tools typically op-

erate within serialisation systems, 

which assign a unique digital identifier 

to a physical object, batch or shipment 

and register it within a database. Seri-

alisation allows materials to be distin-

guished from one another and tracked 

across transactions.  

Event tracking and distributed ledger 

architectures 

Event tracking refers to the structured 

recording of discrete supply chain ac-

tions – such as extraction, aggrega-

tion, processing, transformation, ship-

ment or ownership transfer – each 

timestamped and linked to a specific 

identifier. Event data may be stored in 

centralised databases or distributed 

ledger systems, depending on govern-

ance design and interoperability re-

quirements. 

Blockchain-based systems do not re-

place identification or serialisation 

mechanisms. Rather, they provide a 

governance architecture for recording, 

validating and synchronising the chain-

of-custody events that those mecha-

nisms generate.  

A permissioned blockchain ledger is 

a type of distributed ledger technology 

(DLT) in which only authorised partici-

pants may validate transactions, write 

data or access specific information31. 

Unlike public blockchains, participation 

is restricted to vetted actors and gov-

ernance rules determine data visibility 

and validation authority. These sys-

tems use cryptographic techniques 

and consensus protocols to create a 

shared, append-only record of transac-

tions. Under robust governance condi-

tions, this design makes unilateral or 

retrospective alteration difficult, though 

not impossible.  

Identifiers carried by barcodes, QR 

codes, RFID tags or digital twins can 

be tokenised on such ledgers (for ex-

ample as batch- or product-level 
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tokens) or linked via cryptographic 

hashes of off-chain records, creating a 

tamper-evident log that is shared 

among authorised participants32.  

While often described as tamperproof, 

ledger immutability ultimately depends 

on network design, governance ar-

rangements and node integrity. Block-

chain-based systems remain only as 

reliable as the data and physical–digi-

tal mappings entered into them.  

In more formalised and downstream 

segments, traceability increasingly re-

lies on digital twins, which represent 

materials, batches or products as per-

sistent digital objects that accumulate 

provenance, processing, ESG and 

compliance data over time. Digital 

twins facilitate aggregation across tiers 

and support downstream reporting re-

quirements such as DPPs. Their effec-

tiveness, however, depends on the re-

liability of upstream identifiers and data 

flows. Where upstream linkage is weak 

or inconsistent, digital twins risk be-

coming representational constructs 

that document claims rather than faith-

fully reflecting material histories. 

Artificial intelligence tools may sup-

port the analysis of large traceability 

datasets, including pattern detection 

and fraud identification, which can 

strengthen oversight functions. How-

ever, the application of these technolo-

gies within CRM traceability systems 

remains an emerging area and war-

rants further research to assess feasi-

bility, governance implications and 

practical implementation considera-

tions. 

Complementary validation and control 

mechanisms 

Spatial and temporal controls, such 

as geolocation, geofencing and time-

stamping, are increasingly used to re-

inforce implementation, particularly in 

high-risk upstream contexts. By linking 

production, aggregation or transport 

events to defined geographic zones 

and time windows, these tools enable 

plausibility checks and the identifica-

tion of red flags, such as material 

movements outside authorised areas. 

Their contribution to effective traceabil-

ity depends less on technical precision 

than on institutional capacity to act on 

alerts and integrate them into risk-

management and remediation pro-

cesses. 

To address the limitations of adminis-

trative chain-of-custody systems, some 

initiatives incorporate scientific or 

material verification methods, in-

cluding geochemical, isotopic, miner-

alogical and DNA-based markers. 

These approaches are particularly rel-

evant in midstream and downstream 

contexts where blending and transfor-

mation disrupt unit-level traceability 

and are often referred to as analytical 

proof of origin (APO).  

One key example is BGR Analytical 

Fingerprint (AFP) tool used as an addi-

tional check on origin claims in 3T sup-

ply chains in the African Great Lakes 

region. While such methods can pro-

vide strong independent evidence of 

origin, detect anomalies and reduce 

the risk of fraud, they cannot replace 

continuous, transaction-level digital 

chain-of-custody tracking and should 

be understood as complementary 
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validation tools. Their feasibility, cost 

and maturity vary significantly by min-

eral and context, making mineral-spe-

cific expertise and local supply chain 

knowledge essential for credible de-

sign and interpretation (see further 

section 6.3.). 

Implementation considerations 

Across all supply chain segments, 

technology choice should be under-

stood as an implementation variable 

shaped by risk, scale, cost (see sec-

tion 5.2.) and operational capacity, ra-

ther than as a linear progression to-

ward ever more advanced solutions. 

Low-cost identifiers and human-cen-

tred controls remain indispensable in 

high-risk or low-formalisation contexts, 

while more automated, data-intensive 

mechanisms become viable only 

where organisational routines, infra-

structure and incentives are already in 

place.  

Therefore, effective traceability sys-

tems tend to combine multiple identifi-

cation and verification mechanisms, 

aligning them with the specific opera-

tional realities of each stage of the 

supply chain. 

3.3. Chain-of-custody models for material traceability 

As set out in Section 2.2. on traceabil-

ity in ESG standards, chain-of-custody 

(CoC) is used to describe traceability 

in two related senses: the documented 

trail of custody and transactions and 

the physical tracking of materials 

the latter concerns how the material is 

tracked as it is produced, transformed, 

mixed, split and transferred. Four 

widely used material CoC models 

specify what mixing is permitted and 

what types of claims can be made 

(Kaikkonen et al., 2022):  

1. Identity preservation (IP) requires 

that material from a certified pro-

duction site remains physically sep-

arate from all other material 

throughout the supply chain, main-

taining a direct link to the certified 

source and associated claims. 

2. Segregation (sometimes referred 

to as “soft IP”) allows certified ma-

terial from different approved 

sources to be mixed, while 

prohibiting any mixing with non-cer-

tified material; blending and trans-

fers must be tracked and docu-

mented. 

3. Mass balance (MB) allows certi-

fied and non-certified material to be 

mixed at one or more stages, with 

claims based on input–output ac-

counting rules (i.e. the overall pro-

portion of certified input), rather 

than a strict physical link. 

4. Certificate trading (book-and-

claim) decouples physical material 

flows from sustainability claims by 

issuing certificates for responsibly 

produced volumes at the point of 

origin. End users can purchase 

these certificates as credits, allow-

ing them to claim that, even if the 

exact source of a given shipment is 

unknown, an equivalent volume 

has been produced under verified 

sustainable conditions. 
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Commercial traceability platforms can 

generally be configured to support dif-

ferent CoC rules depending on the 

mineral, the claim type and operational 

constraints. Multi-stakeholder pro-

grammes, by contrast, tend to apply a 

dominant CoC approach within a spe-

cific mineral, geography, or regulatory 

context. 

Repeated blending and transformation 

across CRM supply chains render 

identity preservation from mine to fi-

nal product operationally challenging. 

It is most viable where materials retain 

physical integrity and undergo limited 

downstream transformation. It is there-

fore usually confined to upstream 

stages or tightly controlled pilots, such 

as SustainBlock’s pilot tungsten supply 

chain33 in the African Great Lakes re-

gion and Rio Tinto’s low-carbon can pi-

lot34, using QR codes to link consum-

ers to footprint data for a defined alu-

minium batch. 

Segregation is applied where ap-

proved material can be pooled while 

being kept separate from non-certified 

streams through controlled handling 

and recordkeeping. Upstream bag-

and-tag programmes such as iTSCi 

(ITRI Tin Supply Chain Initiative) apply 

a segregation logic by aggregating 

tagged lots within a controlled chain of 

custody while seeking to exclude non-

participating material35.  

Given the prevalence of blending and 

transformation, mass balance 

emerges as the dominant CoC model 

across the assessed approaches, par-

ticularly for processing-intensive and 

battery-related minerals. These include 

lithium, nickel, cobalt, manganese, 

graphite and copper, where intermedi-

ate products are routinely mixed, re-

fined and recombined across multiple 

stages and facilities. Certificate trad-

ing appears mainly in limited pilot or 

experimental contexts, such as 

TraceMet’s exploration of book-and-

claim as an alternative to full physical 

track-and-trace36.  
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4. Comparative mapping of digital traceability systems 

This chapter synthesises the overarch-

ing patterns, emerging trends and 

structural gaps identified through the 

comparative assessment of 27 se-

lected traceability approaches relevant 

to CRM value chains. These are 

presented in the matrix below.  The 

matrix serves as a methodological in-

strument to support analysis and policy 

reflection and is not an evaluation or 

ranking of individual systems.  

4.1. Scope, coverage and scaling logics 

Scope and coverage depend on the 

respective traceability category.  

Commercial solutions are designed 

to operate across multiple minerals 

and sectors, integrate with corporate 

IT systems and serve industrial actors 

such as smelters, refiners, processors, 

traders and original equipment manu-

facturers (OEMs). Their strongest cov-

erage is typically midstream and down-

stream, where processes are formal-

ised and digital infrastructure is al-

ready in place. By contrast, producer-

led systems—such as START by Rio 

Tinto and Valutrax by Anglo Ameri-

can—tend to cover upstream through 

downstream with a stronger focus on 

material CoC. These solutions gener-

ally scale horizontally by standardising 

workflows, automating data capture 

and reusing a common technical stack 

across actors and commodities. Illus-

trative examples include Circularise, 

which provides blockchain-based DPP 

infrastructure enabling mass balance 

traceability and tokenised sustainability 

certificates and MineHub, which sup-

ports digital commodity transactions 

and supply chain collaboration with in-

tegrated shipment tracking and prove-

nance functionalities. Other platforms, 

such as Tilkal, combine blockchain-

based traceability with configurable 

ESG data models and analytics, allow-

ing firms to tailor transparency, compli-

ance and risk management outputs 

across multiple sectors and regulatory 

contexts. Such models allow for low 

marginal costs at scale, making them 

suitable for broad deployment and 

compliance reporting across supply 

chains. However, they often lack the 

contextual depth, mandate or legiti-

macy to manage high-risk supply 

chains independently. 

Multi-stakeholder programmes tend 

to be narrower in mineral and geo-

graphic focus but extend traceability 

into early-stage production. They typi-

cally scale vertically, going deep into 

specific supply chains, jurisdictions or 

production contexts, with high human 

involvement, limited automation and 

higher costs per unit of material traced. 

This depth enables multi-stakeholder 

programmes to operate in complex, 

high-risk and low-infrastructure situa-

tions – such as ASM and conflict-af-

fected areas – but constrains their abil-

ity to expand quickly across sectors 

and geographies. 

Support infrastructures are cross-

cutting initiatives that do not target par-

ticular supply chains but provide 

shared identifiers, data models, in-

teroperability rules and regulatory 
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alignment that can be applied across 

minerals, sectors and jurisdictions. 

They scale through networks, amplify-

ing the reach of both commercial plat-

forms and multi-stakeholder pro-

grammes. Costs are largely fixed and 

upfront (design, standard-setting, coor-

dination), with marginal expenses for 

additional users or transactions once 

the infrastructure is in place. 

R&D initiatives focus on optimising 

traceability solutions or exploring new 

methodologies, prioritising innovation 

and proof of concept over large-scale 

implementation or rapid scaling across 

sectors. For example, CIRPASS-2, an 

EU-funded innovation action building 

on the earlier CIRPASS pilot, tests and 

refines DPP architectures aligned with 

the Ecodesign for Sustainable Prod-

ucts Regulation (ESPR), with an 

emphasis on interoperability and real-

world deployment scenarios37. Simi-

larly, BATTRACE explored analytical 

methods for tracing the origin of bat-

tery metals and improving sustainable 

processing, contributing methodologi-

cal advances rather than operational 

traceability systems38. 

Finally, several initiatives position 

traceability as an enabler for recycling 

and circular value chains, as it car-

ries information on end-of-life, reuse 

and recycled-content alongside prove-

nance and ESG data  Catena-X, an 

open industrial data space developed 

for the automotive industry, is working 

to facilitate data exchange for more ef-

ficient battery recycling and end-of-life 

processing39. Although circularity is an 

emerging area of traceability, it is still 

incomplete.  
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Graphic 2: Comparative overview of traceability systems in relation to supply chain coverage 

and integration of ASM actors. 
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Graphic 2: Comparative overview of traceability systems in relation to supply chain coverage 

and integration of ASM actors integration of ASM actors. 
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4.1. Governance and institutional arrangements 

Governance arrangements span a 

spectrum from fully private to fully pub-

lic, with multiple hybrid models in be-

tween. In particular across commercial 

solutions and multi-stakeholder pro-

grammes, governance is not only 

about who owns the system and data 

but about how core decisions are 

made in practice, namely who sets and 

updates rules, who defines participa-

tion requirements and how incidents 

and grievances are handled.  

In commercial solutions, these func-

tions are typically governed by the 

companies that develop and operate 

them. Roles, data access, responsibili-

ties, liability and service continuity are 

primarily set through provider-defined 

operating rules and bilateral customer 

agreements. There is typically no gov-

ernment involvement, but the data 

generated is used for compliance re-

porting with applicable regulations. 

This model supports rapid iteration and 

scale, but it can also create dependen-

cies on vendors and limit public over-

sight when key controls and decision 

rules sit with private operators. These 

solutions function as supporting tools, 

providing automated checks and ana-

lytics to make ESG claims verifiable, 

comparable and auditable across sup-

ply chains. Yet, when used in isolation 

exclusion can be reinforced as the un-

derlying causes of the avoided risks 

are not being addressed.  

Multi-stakeholder programmes gen-

erally rely on public–private govern-

ance arrangements, with decision-

making shared across implementing 

partners and oversight bodies. 

Governments tend to play a more di-

rect role in governance and enforce-

ment. For instance, in a programme 

like iTSCi, public authorities participate 

in governance structures and take an 

active role in mine-site validation and 

the oversight of mineral batch tag-

ging40. Similarly, the Better Mining pro-

gramme developed by RCS Global 

Group (now part of SLR Consulting) 

combines continuous ESG risk moni-

toring, digital traceability and correc-

tive-action planning at ASM sites to 

support responsible sourcing and due 

diligence41. TinLink also has a collabo-

rative governance model, bringing to-

gether upstream producers, smelters, 

technology providers, supply chain in-

termediaries and civil society actors 

within a shared framework to enhance 

traceability and due diligence in tin 

supply chains42. Formalised roles for 

coordination, escalation and accounta-

bility help manage risks, remediation 

and inclusion on the ground. This 

shared governance can prevent de-

risking is done through exclusion by 

enabling continued engagement in 

high-risk contexts.  

The governance of support infra-

structures focuses on rulemaking, 

maintenance and openness. These in-

frastructures often do not interact di-

rectly with individual supply chain ac-

tors, but their design choices deter-

mine what other systems can integrate 

with them. Governments are often in-

volved in the rule- and framework-set-

ting roles for these infrastructures, en-

suring they comply with regulatory re-

quirements. For example, initiatives 
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like Trace4EU, built on the European 

Blockchain Services Infrastructure 

(EBSI), translate regulatory require-

ments into concrete technical rules 

that authorities can mandate or refer-

ence. These structures remain ena-

bling layers. The actual implementa-

tion of traceability, including CoC logic, 

data capture, verification and risk man-

agement, continues to reside within 

dedicated traceability systems. 

R&D initiatives operate under collab-

orative governance structures that in-

clude academic institutions, industry 

stakeholders and public funding bod-

ies. Governance is centred on defining 

research priorities, methodologies and 

data sharing. Governments typically 

engage with R&D initiatives as 

funders, policy partners, or through 

strategic innovation programmes. A 

project like TraceMet was financed 

through a strategic innovation pro-

gramme involving Swedish public bod-

ies, helping develop pilot methods for 

tracking environmental performance 

and recycled content in metal supply 

chains43. Similarly, SUSMAGPRO, 

funded under the EU's Horizon 2020 

research programme, aims to develop 

recycling technologies for rare earth 

magnets on a pilot scale44. While R&D 

initiatives do not enforce compliance 

directly, they generate evidence, proto-

types, methodologies and insights that 

can inform the development of future 

regulatory frameworks, policy design 

and traceability standards. 

4.2. Implementation and operationalisation  

Implementation conditions for tracea-

bility systems vary across value chain 

segments. They are predominantly 

shaped by the point of implementation 

in the chain, the degree of formalisa-

tion and risk as well as the associated 

operational and data requirements, ra-

ther than by technology alone. 

Upstream implementation (e.g., mine 

sites, first aggregation, local trade) de-

pends on reliable routines to identify 

and track lots through weighing, re-

cording and handover, regularly under 

variable connectivity and limited ad-

ministrative capacity. Midstream im-

plementation (e.g., processing, smelt-

ing/refining) is dominated by blending, 

transformation and inventory account-

ing, making continuous unit-level track-

ing difficult. Downstream implementa-

tion (e.g., manufacturing, OEMs, 

product passports) hinges on con-

sistent data exchange and the ability to 

translate upstream records into prod-

uct-facing disclosures and compliance 

reporting. 

In high-risk and low-formalisation 

contexts, implementation is people- 

and process-intensive, relying on field 

staff, intermediaries, training, incident 

handling and sustained engagement 

with cooperatives and local authorities. 

In more formalised environments, 

implementation relies more on stand-

ard operating procedures, internal 

compliance workflows and automated 

checks. In such settings, secure serial-

isation solutions such as 3KEYS link 

physical components to digital records, 

while platforms such as iPoint inte-

grate traceability and due diligence 
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reporting into existing compliance 

workflows. 

Where firms already use core business 

and production systems – such as 

ERP, production management and 

standard logistics and inventory tools – 

implementation can be accelerated 

through integration into commercial 

platforms. For example, Argos ena-

bles bulk commodity producers to 

embed independently verifiable stock 

data into existing inventory and ERP 

systems through IoT-based volumetric 

measurement, drone surveying and 

spatial scanning technologies. Where 

such systems are absent or unreliable, 

implementation relies on front-end 

data capture tools and sustained sup-

port to maintain data quality over time. 

 

4.3. Data management  

In traceability systems, data quality is 

primarily determined by governance 

and process. High-quality traceability 

data depends on disciplined opera-

tional routines, clear responsibilities 

and sustained oversight, particularly at 

upstream and transformation stages 

where risks of error and misreporting 

are highest. Automation and digital 

tools can improve consistency and 

scalability, but they do not eliminate 

the need for controls, audits and gov-

ernance arrangements that determine 

the credibility of recorded data over 

time. 

Data management arrangements 

vary across traceability systems. Com-

mercial solutions typically rely on pri-

vate cloud infrastructure and manage 

access through contractual arrange-

ments and configurable system per-

missions. Multi-stakeholder pro-

grammes more often use donor-, gov-

ernment- or consortium-hosted infra-

structure, with disclosure and control 

rules set through programme govern-

ance and operating procedures.  

Traceability support infrastructures 

have emerged to address challenges 

of data sovereignty, including who 

controls traceability data, where it is 

stored, which laws apply and who can 

access or reuse it. Divergent require-

ments across producer, processing 

and consumer jurisdictions can con-

strain cross-border exchange. Privacy 

and cybersecurity concerns are key, as 

stakeholders seek assurance that sen-

sitive data is protected against 

breaches and misuse. At the same 

time, these concerns can affect trans-

parency and hinder data exchange by 

imposing stricter security standards45. 

Catena-X responds to these chal-

lenges through a decentralised data 

space, with its ‘10 Golden Rules’ set-

ting baseline principles for participation 

and data exchange under a broader 

governance framework rather than a 

single vendor’s closed platform46.  

Hybrid hosting models are becoming 

increasingly common, combining cen-

tralised and decentralised infrastruc-

ture to enable secure, cross-border 

data exchange. For example, Minespi-

der uses a public-permissioned block-

chain that lets participants designate 

which data layers are public, consor-

tium-only, or private, supporting both 

transparent traceability and controlled 
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access across jurisdictions. Such ap-

proaches help balance national inter-

ests, commercial confidentiality and 

interoperability, which remains an on-

going challenge (see further section 

5.2.). 
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5. Feasibility assessment of traceability approaches  

This chapter assesses the feasibility of 

traceability solutions for CRM value 

chains, focusing on technical 

functionality, interoperability, economic 

viability and verification capacity. 

5.1. Technical and infrastructure constraints in ASM contexts 

Basic infrastructure remains a funda-

mental constraint on the feasibility of 

traceability systems, particularly in 

mining areas where gaps in connectiv-

ity, electricity and government over-

sight are common due to their remote 

locations. While such constraints can 

affect all mining operations, ASM faces 

additional structural challenges, includ-

ing persistent informality, limited ac-

cess to finance and lower education 

levels. These factors restrict access to 

hardware and reduce the capacity to 

engage with more complex digital sys-

tems.  

In DRC’s cobalt sector, for instance, 

artisanal mining often occurs in rural, 

harder-to-monitor areas with limited 

state presence. There are frequent re-

ports that products from informal ASM 

are channelled into ostensibly formal 

supply chains at aggregation points, 

where material from multiple sources 

is combined. This significantly under-

mines provenance control47.  

Complex digital approaches risk ex-

cluding ASM actors if the operating 

realities of this subsector are over-

looked. To onboard ASM into traceabil-

ity systems, design approaches must 

prioritise accessibility and proportional-

ity. From a technical perspective, this 

means ensuring actors can access 

basic technologies, such as mobile 

phones or simple barcode scanners, 

that do not require high-end 

connectivity or technical expertise. 

However, technology is just a small 

part of the solution. Feasibility de-

pends less on sophisticated software 

features than on realistic data require-

ments, pragmatic operating models 

and alignment with existing institutional 

or commercial structures. 

Many digital traceability approaches 

are implicitly designed around es-

tablished LSM. In LSM contexts, mine 

sites are clearly defined, production is 

formally documented, and material 

flows follow established reporting 

channels. These characteristics pro-

vide a structured and standardised en-

try point for traceability. In many ASM 

settings, by contrast, production is dis-

persed across numerous localities. In-

formal aggregation and trading struc-

tures are prevalent and documentation 

at the point of extraction is often lim-

ited or unavailable. Therefore, it is usu-

ally not possible for traceability to 

begin at first extraction. Instead, it of-

ten starts at aggregation points, where 

material is consolidated and some de-

gree of documentation becomes feasi-

ble.  

This structural difference shapes both 

the scope and the limits of what trace-

ability systems can credibly deliver in 

ASM contexts and may require the de-

liberate acceptance of managed un-

certainty in system design. Institutional 

or commercial structures, such as 
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cooperatives, mineral markets or buy-

ing centres, can serve as practical en-

try points (see further Section 6.2.). Ul-

timately, designing traceability for ASM 

requires adapting system architecture 

to existing production realities, rather 

than assuming the standardised condi-

tions typical of LSM. 

5.2. Interoperability challenges 

CRM supply chains vary widely in ex-

traction methods, trading structures, 

processing pathways and transport 

routes, making uniform mine-to-prod-

uct tracking rarely realistic. In practice, 

companies rely on a patchwork of sys-

tems focused on specific regions, com-

modities, or segments of the value 

chain. This fragmentation increases 

costs, limits scalability and reduces the 

overall utility of traceability data.  

Feasibility improves when systems 

concentrate data capture, verification 

and reconciliation at key aggregation 

points, such as cooperatives, buying 

stations, exporters and processing fa-

cilities. These locations, where large 

volumes converge, allow for standard-

ised procedures. End-to-end traceabil-

ity then depends on linking these veri-

fied checkpoints into a continuous data 

record, rather than applying the same 

traceability method at every step. 

Because traceability rarely operates in 

a single system, interoperability is 

the key enabler for scale and the 

main antidote to fragmentation48. Ap-

proaches that rely on a single platform 

or closed architecture often struggle to 

expand. In practice, interoperability 

means enabling traceability data to 

transfer between systems, jurisdictions 

and product chains without repeated 

re-entry or reformatting. It does not 

hinge on a single technical feature, but 

on agreements and structures to 

collaborate and to align. It requires 

common identifiers for sites, compa-

nies and materials, shared data for-

mats and transfer protocols, as well as 

technical connections, such as APIs 

(Application Programming Interface), 

that enable programmatic data ex-

change across platforms. 

Interoperability is therefore as much a 

technical issue as a governance chal-

lenge shaped by several factors. First, 

it depends on the ability of actors to 

collaborate across organisational and 

geographic boundaries. Many tracea-

bility initiatives have focused on the 

‘first mile’ of production but face 

greater difficulties midstream, where 

materials change ownership and phys-

ical form multiple times. As a result, 

traceability gains achieved upstream 

are often diluted once materials are 

blended or transformed further along 

the chain, frequently in other jurisdic-

tions with greater processing capacity, 

such as China. 

Second, competitive dynamics cre-

ate barriers. Even where interoperabil-

ity is technically feasible, firms may re-

sist integration if it threatens perceived 

commercial advantage or requires dis-

closure of sensitive information. This 

can result in limited participation, se-

lective reporting, or bare-minimum 

compliance. Some industry-led initia-

tives seek to coordinate traceability 

within controlled collaboration 
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frameworks. For example, ReSource, 

jointly established by Glencore, CMOC 

Group (via IXM) and Eurasian Re-

sources Group, provides a shared digi-

tal platform for traceability and ESG 

data exchange across battery and 

CRM value chains49. While such plat-

forms can facilitate alignment among 

participating actors, they also illustrate 

how interoperability may develop 

within producer-led ecosystems rather 

than through fully open or neutral ar-

chitectures.  

Conversely, where such barriers are 

deliberately addressed and trust is 

built among actors with shared objec-

tives, interoperability becomes a mu-

tual benefit. For example, mid-2025, 

RMI and IRMA – which focus primarily 

on midstream and upstream standards 

respectively – signed an MoU to im-

prove alignment for their shared mem-

bers. By aligning tools and identifiers, 

exploring mutual recognition between 

mine- and processor-level standards, 

and piloting joint assessments, they 

seek to reduce duplication and 

strengthen due diligence50. 

Third, interoperability is increasingly 

shaped by concerns over data sov-

ereignty and strategic autonomy. The 

EU frames data sovereignty as part of 

a broader geopolitical strategy. The 

European Strategy for Data (2020), 

along with the Data Governance Act 

(2022) and the Data Act (2023)51, aims 

to strengthen economic efficiency 

while reducing dependence on foreign 

cloud providers and ensuring that data 

generated within the EU is governed in 

accordance with EU law. 

As different powers pursue divergent 

approaches to data sovereignty and 

supply security,52 traceability infra-

structures themselves become politi-

cally salient. In the context of strategic 

competition over access to CRM, 

traceability data spaces may function 

not only as tools for transparency and 

risk management but also as potential 

sources of strategic intelligence or reg-

ulatory leverage. For example, within 

the framework of the International 

Conference on the Great Lakes Re-

gion (ICGLR) and its Regional Certifi-

cation Mechanism for 3TG minerals, 

tensions between the DRC and 

Rwanda would have contributed to 

mistrust regarding access, storage and 

ownership of traceability data, compli-

cating cross-border cooperation and 

data sharing. 

Initiatives such as UNTP and Catena-

X seek to reconcile transparency with 

confidentiality and security concerns 

by embedding data sovereignty princi-

ples within interoperable frameworks. 

Similarly, standard-setting and coordi-

nation forums – including ISO tech-

nical committees on CoC and digital 

ledgers, the (International Social and 

Environmental Accreditation and La-

belling) Alliance’s work on sustainabil-

ity and assurance systems, and the 

GBA’s Battery Passport – demonstrate 

how interoperability advances most ef-

fectively when anchored in clear regu-

latory requirements or strong commer-

cial incentives. In their absence, volun-

tary collaboration tends to remain par-

tial and uneven, insufficient to over-

come structural barriers to interopera-

bility. 
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5.3. Financial and economic feasibility 

Despite technological advances, af-

fordability and broader economic via-

bility remain persistent constraints. 

Traceability systems are resource- 

and energy-intensive, requiring hard-

ware, connectivity, staff time, training 

and ongoing data management. These 

inputs raise operational expenses, cre-

ating barriers to adoption, particularly 

in low-margin or infrastructure-con-

strained contexts. Effective system de-

sign therefore requires proportional, 

risk-based deployment to avoid unnec-

essary expenditure and prevent the 

exclusion of upstream or smaller ac-

tors. 

Despite recognising the importance of 

traceability for compliance and due dili-

gence, many downstream companies 

are reluctant to cover full implemen-

tation costs53. Studies show that bat-

tery manufacturers, for example, are 

often unwilling to finance traceability 

mechanisms without clear commercial 

value54. Even when firms accept recur-

ring operating expenses, investment in 

scalable, shared infrastructure remains 

limited, and traceability is frequently 

pursued only in response to regulatory 

pressure or specific crises55.   

This contributes to a pattern in which 

high-profile issues – such as water 

scarcity in Chilean lithium or child la-

bour in DRC cobalt – trigger short-

term, reputationally driven traceability 

initiatives that are imposed on up-

stream actors with limited considera-

tion of local conditions. Although such 

interventions may be well-intentioned, 

they often fail to support ongoing due 

diligence, risk mitigation or capacity 

building, and the information collected 

is not systematically used to improve 

practices over time56.  

Commercial traceability solutions are 

financed either through direct client 

commissioning or through recurring 

software-as-a-service (SaaS) licens-

ing. In the commissioning model, 

large downstream companies (brands, 

OEMs, manufacturers) fund systems 

to manage regulatory exposure, repu-

tational risk or due diligence obliga-

tions, imposing traceability require-

ments on suppliers. While this enables 

rapid deployment within defined supply 

chains, it often shifts compliance costs 

upstream and can limit interoperability, 

supplier choice and broader scalability. 

The SaaS model offers a more stand-

ardised and potentially scalable config-

uration, enabling interconnection 

across value chain actors. Platforms 

such as OPTEL, which provides multi-

sector traceability and carbon report-

ing, PeerLedger, which facilitates ESG 

data exchange through shared-ledger 

architecture, and SAP GreenToken, 

developed by SAP, which enables 

ERP-integrated mass balance tracea-

bility, illustrate this subscription-based 

approach. However, it depends on a 

sufficiently large paying user base to 

cover development and ongoing costs, 

including hosting cybersecurity, 

maintenance and user support. This 

creates selection effects. Smaller or 

lower-margin actors, particularly up-

stream operators and ASM, may be 

excluded or only selectively 
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onboarded. At the same time, provider 

support costs do not scale down pro-

portionally with client size, reducing in-

centives for inclusive system design. 

These cost dynamics also af-

fect data quality. When traceability is 

treated primarily as a compliance ex-

pense with no clear commercial value, 

participants may minimise effort, in-

creasing the risk of incomplete docu-

mentation or weak verification. Some 

firms mitigate this by joining consortia 

or R&D initiatives to finance early-

stage or higher-risk investments. 

Public–private funding mechanisms 

have emerged to support inclusive de-

ployment. For example, the European 

Partnership for Responsible Minerals 

(EPRM), which promotes responsible 

sourcing in conflict-affected and high-

risk areas, has financed multi-stake-

holder initiatives such as TinLink and 

SustainBlock to integrate ASM supply 

chains into traceability and due dili-

gence frameworks. Such catalytic sup-

port can lower entry barriers and foster 

collaboration. However, scaling these 

models beyond the pilot phase re-

mains a persistent challenge when 

long-term commercial incentives are 

weak. 

More broadly, where traceability re-

mains weakly linked to sustained 

commercial interests and value crea-

tion, uneven cost distribution and frag-

ile business models constrain inclusiv-

ity, data reliability and long-term sus-

tainability. Traceability therefore faces 

a structural dilemma. Regulators and 

downstream actors increasingly de-

mand traceability, yet no actor is willing 

or able to absorb the full implementa-

tion costs. In the absence of a univer-

sally applicable business model, sys-

tems remain project-based, donor-

funded, or confined to high-margin 

segments. This reinforces fragmenta-

tion and structural asymmetry, as 

many benefits of traceability accrue 

downstream while a significant share 

of implementation costs is incurred up-

stream.  

There are, however, practical path-

ways to mitigate this structural di-

lemma. Mandating traceability more 

widely can help level the playing field 

and create clearer demand signals. In 

practice, adoption is driven less by 

ESG positioning than by commercial 

imperatives such as market access, 

client retention and risk management. 

Traceability becomes more viable 

when framed as compliance and risk 

infrastructure rather than as a con-

sumer-facing premium.   

5.4. Governance and verification capacity  

Data governance arrangements deter-

mine whether traceability systems re-

main usable, trusted and legally opera-

ble over time. Beyond technical func-

tionality, feasibility depends on clear 

rules governing confidentiality, ac-

countability and verification. 

A central challenge lies in reconciling 

transparency requirements with legiti-

mate limits on data exposure. One 

practical approach is to distinguish be-

tween asserted and attested infor-

mation. Asserted data consists of self-

declared information by supply chain 
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actors, while attested data refers to 

claims verified by independent parties. 

Limiting disclosure to necessary attes-

tations or digital conformity credentials 

can enable ESG verification without re-

quiring full access to sensitive opera-

tional datasets. 

Data quality, however, remains a 

structural constraint. Although digital 

ledgers can preserve records, they 

cannot guarantee the accuracy of in-

formation at the point of entry. Since 

data input almost always involves a 

human element, there is the risk of er-

ror, imprecision or manipulation. Effec-

tive verification through audits, con-

formity assessments or targeted tech-

nical checks therefore remains essen-

tial57.  

However, as traceability scales, verifi-

cation capacity becomes a limiting 

factor. Data volumes can quickly ex-

ceed the ability of auditors or compe-

tent authorities to validate them. This 

renders systems fragile if they assume 

comprehensive, continuous verifica-

tion. In practice, verification is already 

selective. Yet this selectivity often 

reflects capacity constraints rather 

than deliberate governance design.  

Transparent decisions are required to 

address this, including which claims 

warrant independent verification, the 

level of assurance, the frequency of 

verification and the evidentiary basis. 

Prioritisation does not imply ranking 

ESG objectives but rather distinguish-

ing between levels of risk, materiality 

and evidentiary need. Without clearer 

governance regarding verification pri-

orities and cost allocation, expanding 

traceability demands risks outpacing 

available assurance capacity, under-

mining both data credibility and stake-

holder participation. 

Finally, governance models must 

adapt to increasingly interconnected 

traceability ecosystems. As cross-sys-

tem data exchange expands, responsi-

bility becomes more diffuse. Questions 

arise regarding accountability for er-

rors, updates and liability once data 

moves across platforms. Feasibility 

therefore depends on governance 

mechanisms for data quality assur-

ance, dispute resolution and lifecycle 

management of claims. 
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6. Impact assessment of advancing traceability 

Building on the feasibility assessment 

of the previous chapter, this chapter 

examines the main positive and ad-

verse impacts of more widespread 

implementation of traceability systems 

for CRM.  It also considers how tracea-

bility systems might contribute to wider 

policy agendas in producer countries.  

6.1. Supply chain characteristics and their implications for tracea-

bility  

Before considering impacts from 

greater deployment of traceability sys-

tems, it is important to briefly highlight 

how structural factors in CRM supply 

chains can affect feasibility and impact 

the potential of traceability initiatives.  

Non-linear supply chains and com-

modity characteristics 

CRM supply chains are typically com-

plex and non-linear. Each CRM fol-

lows distinct extraction, trading, 

processing and transport pathways, 

hence, traceability systems must be 

tailored rather than uniform. Lithium il-

lustrates this challenge: hard-rock and 

brine extraction follow different path-

ways. Brine-based production involves 

extensive processing where material 

from multiple sources is often blended 

early, creating mixing points that re-

duce the ability to preserve discrete 

material identities and limiting the fit of 

standardised traceability models58. 

Cross-border, multi-jurisdictional sup-

ply chains are longer and involve more 

actors, making it harder to obtain gran-

ular data on production locations, local 

handling, transport and lower-tier sup-

pliers. By contrast, where extraction 

and processing are geographically 

concentrated, provenance and mate-

rial flows are easier to track. Platinum 

group metals (PGMs) illustrate this dy-

namic: production and refining are 

highly concentrated in Southern Africa 

and controlled by a small number of 

vertically integrated large international 

firms, resulting in shorter, less frag-

mented supply chains59. In such con-

texts, where provenance is largely 

known and governance structures are 

established, the proportionality of 

highly granular traceability becomes a 

key question, as additional cost and 

complexity may yield limited added 

value. 

Traceability is generally more straight-

forward where extraction occurs 

through large-scale industrial opera-

tions with a narrower set of actors than 

in sectors where informal or illicit flows 

are more prevalent. Transport modali-

ties also matter: bulk commodities 

such as copper are typically easier to 

track than high-value precious metals 

such as gold or diamonds that can be 

moved in small quantities and are 

therefore more vulnerable to smug-

gling60. Fixed offtake agreements can 

create relatively linear flows that are 

easier to document.  Spot markets and 

multi-layer trading on the other hand 

can transfer ownership of materials 

multiple times, including to intermedi-

aries with no physical link to the 
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material, making traceability harder to 

implement61 (see Box 5).   

Around 60% of CRM are produced as 

by-products or co-products of other 

host metals62, for example cobalt as a 

by-product of copper or gallium as a 

by-product of bauxite. When the pri-

mary incentive is to optimise host-

metal production rather than the by-

product, traceability expectations for 

CRM may not align with existing oper-

ational logics, limiting depth and gran-

ularity63. 

Box 4: The role of commodity traders  
 
Commodity traders sit at key inflection points in mineral supply chains. They range 
from informal operators to large multinationals and commonly manage purchasing, 
transport, storage, blending and resale of ores, concentrates and secondary mate-
rials from multiple sources64. Large trading companies often track provenance in-
ternally for commercial and logistical reasons, with varying degrees of data granu-
larity. While this information supports coordination and contract management, it is 
not equivalent to a formal traceability system65. In practice, many traders prioritise 
managing supply chain chokepoints over tracking every movement, since full ship-
ment-level traceability can be costly and offers limited added value without clear 
regulatory signals or commercial demand.  

Recycled materials   

Global battery demand is projected to 

increase fourteen-fold by 203066 and 

post-consumer feedstocks are ex-

pected to grow as early electric vehicle 

(EV) and stationary batteries reach 

end of life. At the same time, regula-

tions are introducing recycled-content 

requirements for batteries and other 

clean-energy technologies, which fur-

ther increases the complexity of trace-

ability. Under the EU Battery Regula-

tion, manufacturers must document re-

cycled content in new batteries, includ-

ing whether recycled inputs come from 

manufacturing scrap or post-consumer 

waste, and have recycled-content 

claims independently verified. Most ex-

isting traceability systems are not de-

signed to substantiate such claims.  

Verification is difficult because recy-

cled-material supply chains often ob-

scure provenance. Feedstocks may 

come from mixed waste streams, pass 

through multiple handlers and lose 

original identifiers during dismantling 

and processing. These conditions 

break the link to the upstream origin 

and make recycled-content claims 

hard to confirm. At present, battery re-

cycling is still dominated by manufac-

turing scrap, which is comparatively 

easy to document through controlled 

industrial processes. As post-con-

sumer volumes rise after 2030, regula-

tory and traceability approaches will 

need to adapt to more complex, less 

controlled material flows.67 Recycled 

graphite illustrates these challenges. 

While chemical analysis can identify 

the type of battery from which the ma-

terial originated, it cannot reconstruct 

provenance or associated 
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sustainability risks unless the material 

has been traced across its full life cy-

cle.  

These challenges do not render trace-

ability impossible, but they raise im-

portant questions about proportion-

ality and purpose. As recycled mate-

rial availability increases and regula-

tory requirements expand, a central 

consideration is the degree of tracea-

bility granularity required to verify recy-

cled-content claims, for what purpose, 

and in which cases less detailed verifi-

cation may be sufficient. Clear defini-

tions regarding the appropriate depth 

of traceability for recycled material re-

main under development. 

In summary, supply chain structure 

as well as system design impact 

performance. Non-linear flows, multi-

ple aggregation points, fragmented 

trading networks and commodity-spe-

cific features determine what can be 

captured at the point of data entry. 

Standardised architectures that do not 

reflect these conditions are likely to 

fail.  In addition, uniform data re-

quirements may neglect material 

risks. Applying the same data points 

across different CRM and contexts can 

overlook commodity- and location-spe-

cific risk factors, weakening the ability 

of traceability systems to capture what 

matters for performance and risk man-

agement. 

6.2. Identifying positive impacts of implementing traceability

Traceability has multi-dimensional im-

pacts. This section summarises key 

positive effects observed across CRM 

value chains. Strengthening mineral 

governance, supply chain transpar-

ency and revenue mobilisation  

When embedded in national regulatory 

and fiscal systems, traceability-related 

tools can improve production oversight 

and revenue collection. By linking 

mine-level data, transport records and 

export declarations within integrated 

digital platforms, governments can 

more effectively verify royalties, moni-

tor mineral flows and enforce compli-

ance. This strengthens sector govern-

ance and enhances the credibility of 

state oversight and reporting.  

Indonesia’s SIMBARA platform integrates production, processing, transport, port 
and export data for nickel and tin, enabling real-time cross-checks of volumes and 
royalties across ministries. Government evaluations report that SIMBARA has pre-
vented illegal mining worth Rp 3.47 trillion (~€177 million), increased state revenue 
by Rp 2.53 trillion (~€129 million) and recovered Rp 1.1 trillion (~€56 million) in 
outstanding receivables through automated cross-checks and oversight mecha-
nisms. Officials also report improved supervision of the mining sector and reduced 
opportunities for illicit flows and revenue leakage68. 

Tanzania’s establishment of mineral markets and buying centres in mining regions 
has increased transparency and reduced illicit trade by providing formal, recorded 
points of sale for small-scale miners. According to the Ministry of Minerals, mineral 
sales through these hubs increased from TZS 2.361 trillion (~€821 million) in 
2021/22 to TZS 2.597 trillion (~€903 million) in 2023/24, supported by 43 mineral 
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markets and 109 buying centres nationwide. These reforms helped to increase the 
contribution of small-scale mining to national mineral revenue from 4 to 40 per-
cent.69 

 

These examples show that even if 

such systems do not yet meet the end-

to-end traceability expectations of 

downstream regulators, they constitute 

important steps toward greater trans-

parency and provide a basis for future 

interoperability. Strengthening govern-

ment capacity to digitise and operate 

such systems, and to ensure interoper-

ability with international requirements, 

presents a significant development op-

portunity. When embedded in broader 

public sector digitalisation agendas, 

these tools can also reduce duplica-

tion, improve internal data accessibil-

ity, lower administrative costs and rein-

force state oversight. 

Enabling price differentiation and mar-

ket incentives for responsible produc-

tion 

Traceability can enable product differ-

entiation based on ESG performance 

and carbon footprint, allowing buyers 

to favour or reward better performers.  

For example, in 2024, the London 

Metal Exchange (LME) launched a 

physically settled spot contract for low-

carbon nickel, giving buyers a concrete 

way to identify and reward lower-emis-

sion production70. The UK’s Vision 

2035: Critical Minerals Strategy simi-

larly flags the potential for sustainabil-

ity-linked contracts for other critical 

minerals,71 providing policy support for 

traceability-enabled market mecha-

nisms. Evidence shows that down-

stream manufacturers are already 

favouring materials with demonstrably 

lower embedded emissions or higher 

assurance levels, particularly ahead of 

EU Battery Regulation disclosure obli-

gations. While formal premiums are 

not yet widespread, procurement pref-

erences are beginning to shift toward 

verifiable ESG-performing inputs72. It is 

difficult to judge whether such trends 

are likely to grow and endure. 

Price differentiation is still nascent and 

may initially benefit well-capitalised 

producers with strong data systems, 

risking wider disparities between sup-

ply chain actors. Credible verification 

and more equitable access to tracea-

bility tools will be essential if sustaina-

bility-linked markets are to advance re-

sponsible sourcing rather than en-

trench existing inequalities. 

Strengthening upstream transparency, 

due diligence and anti-corruption ef-

forts  

Traceability generates data on origin, 

processing and transit routes, which 

can increase supply chain transpar-

ency, support corporate due diligence 

and help governments detect illicit or 

mis-declared shipments. Combined 

with governance and corruption-risk in-

dicators, this information becomes a 

key input for identifying vulnerabilities 

and targeting mitigation measures.  It 

may also support wider efforts to 

strengthen governance and transpar-

ency in the mining sector, e.g., the Ex-

tractive Industries Transparency 
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Initiative (EITI). Examples from pro-

ducer countries illustrate the potential 

of this approach: 

 

In the DRC, a cobalt export-quota system now links export authorisation to doc-
umented traceability and compliance. Exporters must meet administrative and 
compliance requirements, submit supporting documents such as historical produc-
tion records and origin/quality attestations, and pre-pay a 10 per cent royalty within 
a defined timeframe. They must also obtain verification certificates and pass quota 
checks before shipment. Managed by ARESCOM (DRC’s Authority for the Regula-
tion and Control of Strategic Mineral Substances), the system is designed to 
tighten state control over cobalt flows, improve royalty collection and reduce op-
portunities for mis-declared or illicit exports73.  

In Chile, the digitisation of mining governance through platforms such as Sistema 
de Exportaciones Mineras (SEM 2.0), administered by the Chilean Copper Com-
mission (COCHILCO), aims to enhance the visibility and credibility of export and 
revenue data74. By centralising information on production, permits and payments, 
these systems are intended not only to support market and compliance functions 
but also to strengthen domestic accountability and public confidence in how min-
eral resources are managed. 

Together, these examples mark a shift 

toward using traceability-linked docu-

mentation as a condition for market 

participation and as a tool to bring pre-

viously informal or opaque flows under 

regulatory oversight. Yet fragmented 

datasets, opaque quota allocations 

and inconsistent enforcement can cre-

ate new incentives for corruption and 

diversion, particularly where approvals 

lack transparency and discretionary 

decision-making widens the scope for 

informal payments or preferential treat-

ment.  This highlights both the poten-

tial and the limits of traceability-linked 

export controls in settings with uneven 

governance capacity and weak institu-

tional safeguards. 

The downstream value of state-led 

traceability or quota systems also de-

pends on whether information can be 

shared beyond domestic authorities. If 

data remain siloed, traceability func-

tions primarily as an internal market-

control tool rather than enabling trans-

parency and responsible sourcing 

along the full value chain. Ultimately, 

the contribution of such systems to 

trust and legitimacy depends on pre-

dictable implementation, robust data 

quality, credible institutions and data-

sharing arrangements that protect na-

tional interests while providing the in-

formation needed by market and over-

sight actors. 

Strengthening corporate risk manage-

ment and strategy 

Beyond regulatory compliance, tracea-

bility provides strategic value by im-

proving visibility over operational, geo-

political and market risks. By linking 

material flows to specific regions, sites 

and suppliers, companies can identify 

chokepoints, anticipate disruptions and 
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design more resilient procurement 

strategies. In this way, traceability acts 

both as an early-warning system and 

as a tool for managing reputational 

risk.  For example, automotive manu-

facturers mapping their lithium supply 

chains identified a high dependence 

on Chile’s Atacama Salt Flat, an area 

affected by water scarcity and indige-

nous rights concerns. This greater visi-

bility over local risks helped motivate 

the creation of the Responsible Lithium 

Partnership, a multi-stakeholder 

initiative focused on more responsible 

resource management75. 

Where companies lack insight into 

conditions in sourcing regions, they 

are more exposed to disruption and 

public backlash. Integrating traceabil-

ity-derived information into corporate 

risk assessments enables firms to an-

ticipate emerging pressures, adjust 

procurement and engagement strate-

gies, and better align supply security 

with responsible sourcing objectives.  

6.3. Identifying adverse impacts of traceability implementation 

Beyond their benefits, traceability 

measures can also have adverse dis-

tributional, governance and sustaina-

bility impacts.  This section sets out 

the main ways these risks can materi-

alise. 

 High costs, excluding upstream actors 

and encouraging illicit mineral flows 

Traceability and due diligence often 

create significant financial and admin-

istrative costs that are pushed up-

stream to miners, traders and export-

ers, who typically operate on thin mar-

gins. Audit and certification fees, lev-

ies, site assessments and onboarding 

to digital platforms are frequently billed 

to upstream actors and rarely reflected 

in the prices they receive76. Because 

most value is added further down-

stream in processing and manufactur-

ing, upstream actors have limited 

scope to recover these costs, espe-

cially when companies rely on proprie-

tary or duplicative audit schemes in-

stead of shared standards.  

For small operators, delays linked to 

verification and documentation can 

mean lost sales or cash-flow crises, 

making formal compliance unattrac-

tive. In some contexts, this has en-

couraged disengagement from formal 

supply chains and, at the extreme, a 

shift towards informal trade and smug-

gling channels that sit outside due dili-

gence altogether77. These dynamics 

undermine the governance aims that 

traceability is intended to support. 

Disengagement from high-risk regions 

instead of improved due diligence 

In practice, digital traceability is some-

times treated as a box-ticking exercise 

rather than as an input to risk-based 

due diligence. Companies may rely on 

chain-of-custody records and docu-

mentation as de facto proof of “clean” 

supply instead of investing in deeper 

on-the-ground assessment, especially 

in conflict-affected and high-risk areas 

(CAHRAs). The experience around 

Dodd–Frank Section 1502 is instruc-

tive: although the law did not prohibit 

sourcing from eastern DRC, its disclo-

sure requirement was widely inter-

preted as a signal to avoid the region. 
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Many firms exited, instead of imple-

menting robust due diligence, contrib-

uting to a de facto embargo that re-

duced formal trade opportunities for ar-

tisanal miners, harmed local liveli-

hoods and did little to address underly-

ing conflict dynamics78. It also shifted 

complex governance and oversight ex-

pectations onto private actors, creating 

burdens that upstream producers, es-

pecially vulnerable producers, continue 

to face79. This illustrates how prove-

nance data, if misused or misunder-

stood, can trigger risk avoidance rather 

than responsible risk management. A 

similar dynamic could emerge if digital 

traceability is treated as a standalone 

compliance objective, rather than as 

one tool within the wider responsible 

sourcing toolbox.  

Increased energy requirements and 

CO2 emissions 

Digital traceability systems depend on 

hardware, connectivity, data centres 

and in some cases, energy-intensive 

transaction validation. Blockchain-

based systems are of particular con-

cern where they rely on high-energy 

consensus mechanisms, which can be 

among the most electricity-intensive 

digital technologies globally80. As a re-

sult, digital traceability can contribute 

to climate change impacts that run 

counter to the sustainability goals 

these systems are intended to ad-

vance. 

Climate impacts of blockchain-based 

systems vary considerably depending 

on their technical design. Alternative 

architectures can materially lower the 

footprint of digital traceability applica-

tions built on similar technologies.  For 

example, in 2022, Ethereum replaced 

proof-of-work (PoW) with a proof-of-

stake (PoS) mechanism, reducing its 

energy consumption by an estimated 

99 percent81. PoW validates transac-

tions through energy-intensive compu-

ting (“mining”). PoS validates transac-

tions by requiring validators to lock up 

(“stake”) assets instead of using large 

amounts of computing power. 

Selecting proportionate, energy-effi-

cient digital architectures is essential 

to ensure traceability systems do not 

introduce sustainability impacts that 

outweigh their benefits. The energy 

consumption of blockchain-based sys-

tems is leading to calls for regulatory 

interventions to mitigate adverse cli-

mate impacts82. While the energy in-

tensity of large blockchain networks 

has been widely studied, the likely 

negative footprint of blockchain-based 

traceability applications, particularly if 

deployed at scale, and its relationship 

to the potential sustainability benefits 

such systems may support, has been 

less systematically assessed and 

would benefit from further analysis. 

Narrow mineral coverage and blind 

spots 

Many traceability efforts focus on a 

small group of high-profile critical min-

erals (such as cobalt, lithium or rare 

earths) and pay limited attention to by-

products or co-products. This can cre-

ate structural blind spots. For example, 
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gallium†is produced almost entirely as 

a by-product of bauxite or sphalerite83. 

In the United States, for example, 

much of the attention to critical miner-

als has typically focused on battery 

manufacturing, with comparatively 

fewer resources directed towards other 

important minerals such as gallium84. 

Such an imbalance can result in some 

by-product minerals receiving less pol-

icy attention, leaving governments and 

industry less well-prepared to antici-

pate or manage potential supply dis-

ruptions and ESG risks that traceability 

could help identify.  

In Guinea, most bauxite is exported in 

raw form: gallium is neither recovered 

domestically nor captured by traceabil-

ity systems centred on bauxite exports. 

Conservative estimates suggest that 

bauxite mined in 2024 contained ap-

proximately 2,000 tonnes of recovera-

ble gallium, far exceeding global an-

nual production85 of approximately 760 

tonnes,86 but these are likely not cap-

tured in traceability system data even 

though it is associated with the same 

upstream environmental and social im-

pacts.  

Similarly, when traceability focuses 

only on one extraction route (for in-

stance, hard-rock lithium) and ignores 

others (such as brines or recycled 

sources), downstream buyers lose visi-

bility over significant risk exposures, 

and producer countries miss opportu-

nities to govern and benefit from the 

full range of minerals in their portfolio. 

As a result, traceability can reinforce 

uneven transparency across commodi-

ties and routes, offering detailed over-

sight for a few high-profile minerals 

while leaving other, equally conse-

quential flows largely invisible. 

6.4. Linking traceability to wider policy priorities in producer 

countries 

Traceability in producer-country con-

texts is shaped by the way it aligns 

with broader national development pri-

orities. Rather than functioning as a 

standalone compliance tool, it is most 

viable when embedded within state-

led mineral governance systems 

that strengthen oversight, support rev-

enue mobilisation, and align with in-

dustrial policy objectives. 

In this configuration, traceability builds 

on existing administrative functions. 

Governments already act as primary 

 

† Gallium is mainly used in products that contain mi-
croelectronic components, as well as in the 

custodians of core traceability inputs, 

including licensing registers, produc-

tion declarations, transport documen-

tation, and export records. Where 

these systems are formalised, digit-

ised, and made interoperable, they can 

generate reliable, state-validated data 

that supports both domestic govern-

ance and downstream transparency 

requirements. Traceability can thus be 

understood not as a separate system, 

but as an extension of existing public 

authority and data infrastructures. 

manufacture of optoelectronic devices and semi-
conductors, among other applications. 
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Multiple producer country governments 

are strengthening domestic data and 

administrative systems to improve 

oversight of production, processing, 

and trade, enhance fiscal recovery, 

and support industrial policy objectives 

such as value addition and broader 

digitisation agendas. These efforts are 

significant because they establish the 

foundational data infrastructure upon 

which traceability systems depend. 

The following examples illustrate how 

such infrastructure has been mobilised 

in practice.  

Indonesia’s SIMBARA system was originally developed for coal and later ex-
panded to nickel and tin. It links mine, smelter, transport and port data, enabling 
authorities to verify volumes, monitor mineral movements and reduce revenue 
leakage87. It functions primarily as a digital information and monitoring tool for tax 
enforcement and regulatory control and forms part of a broader digital public infra-
structure agenda. The government is now undertaking an international policy map-
ping exercise to integrate wider sustainability objectives into the platform and im-
prove interoperability across ministries, although capacity and resources remain 
limited.  

In Chile, the SEM 2.0 is a digital mining export system used to oversee copper 
and copper by-product exports. Exporters must register key contract terms and 
submit integrated value declarations for each shipment. By comparing these dec-
larations with customs data and international price benchmarks, SEM 2.0 helps 
authorities monitor transactions, detect mispricing and limit revenue leakage. Auto-
mated checks, mandatory fields and sanctions emphasise its compliance and en-
forcement role88. While SEM 2.0 generates granular export information, broader 
ESG parameters are handled through separate systems. Achieving more inte-
grated traceability outcomes therefore depends on coordination across platforms 
and sufficient institutional capacity. 

Guinea shows how digitised systems could extend traceability principles to the 
management of mining revenues. Under the Mining Code, the Local Economic 
Development Fund (FODEL) is funded by company payments equal to 0.5 per-
cent of turnover for bauxite and iron projects and 1 percent for other minerals, 
transferred to subnational authorities in communes directly affected by mining op-
erations89. In response to concerns about transparency, civil society organisations 
have developed “Transparency FODEL”, a digital platform intended to ensure the 
traceability of FODEL revenues and their use at the local level90. Complementing 
this, the National Fund for Local Development (FNDL) is financed by 15 percent of 
mining revenues and managed by the National Agency for Local Government Fi-
nancing (ANAFIC), which is progressively digitising budget and accounting sys-
tems in communes to improve investment planning, the traceability of financial 
flows and reporting91. 

 

The link between value addition 

agendas and traceability is also signif-

icant. Advancing traceability without 

considering vertical integration and in-

country processing, risks missing 

structural shifts in producer countries. 

Local processing can shorten supply 

chains, concentrate material flows and 



 

60 
 

make oversight more feasible, while in-

creasing incentives for governments to 

strengthen mineral governance and 

align traceability with development ob-

jectives. 

At the same time, value addition re-

quires investment to address capacity 

constraints, offering an entry point for 

embedding traceability and improving 

upstream visibility. To date, however, 

the systematic integration of traceabil-

ity into value addition strategies re-

mains limited and warrants further ex-

amination. This consideration aligns 

with the need to strengthen the busi-

ness case for traceability discussed in 

the previous section. Partnership mod-

els that move beyond transactional 

supply chains, integrating standards, 

traceability systems, and governance 

support, may help align security-of-

supply objectives with producer-coun-

try priorities. 

Despite these opportunities, important 

constraints remain. In many jurisdic-

tions, administrative systems are still 

paper-based, fragmented across insti-

tutions, or operationally inaccessible. 

This limits effective oversight and re-

duces the reliability of data available 

for traceability purposes, while creating 

space for misreporting and fraud. 

Public-sector digitisation can help ad-

dress these constraints by improving 

the availability and usability of official 

mining data, while lowering the mar-

ginal cost of meeting external market 

requirements. At the same time, the 

growing role of private actors in sup-

porting such efforts introduces new 

governance considerations. For exam-

ple, KoBold Metals is cooperating with 

authorities in the DRC to digitise geo-

logical and mining data as part of 

broader efforts to strengthen sector 

governance92. While such initiatives 

can enhance data availability and sup-

port investment, they also raise ques-

tions regarding data ownership, ac-

cess and the role of private actors in 

shaping public data infrastructures. Alt-

hough not designed as traceability sys-

tems, these efforts illustrate how foun-

dational data improvements can sup-

port the development of credible trace-

ability mechanisms. 

International initiatives such as the 

UNTP (see Box 3) seek to establish 

shared data models, interoperability 

principles and enabling infrastructure 

to support traceability across jurisdic-

tions and supply chains. For producer 

countries, such frameworks carry stra-

tegic implications. They provide an op-

portunity to articulate the development 

use case for traceability and to define 

how national governance systems can 

generate and interface with interna-

tionally recognised data structures. 

However, if frameworks, standards and 

downstream regulations are designed 

without structured input from producer-

country stakeholders, they risk being 

perceived as mainly adding adminis-

trative pressure93. They may also fail 

to leverage emerging national systems 

that are capable of generating tracea-

bility-relevant outputs as an ancillary 

function of their primary governance 

agenda. 

Systematic support is therefore 

needed to enable producer-country 

governments to engage with and im-

plement international traceability 
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frameworks. This includes strength-

ening participation in framework de-

sign, clarifying the domestic develop-

ment rationale for adoption and direct-

ing investment towards the infrastruc-

tural conditions required for effective 

implementation. Traceability require-

ments introduced without parallel in-

vestment in these enabling conditions 

are unlikely to function effectively. 

Supporting interventions, including 

public-sector digitisation and improve-

ments in energy and telecommunica-

tions infrastructure, can establish the 

practical foundations for traceability 

systems to operate at scale. Such ef-

forts also align with broader policy 

agendas, including the EU’s green and 

digital transition, creating opportunities 

for greater policy coherence and de-

velopment cooperation. 

Box 5: Costs, incentives and uptake of traceability in producer countries 

Upstream actors already shoulder a disproportionate share of due diligence and 
traceability costs. These investments are easier to justify when traceability is em-
bedded in broader efforts to strengthen producer-country mineral governance and 
oversight. Several emerging Royalty Management Systems demonstrate this ap-
proach. Zambia’s Mineral Output Statistical Evaluation System (MOSES), devel-
oped by the Zambia Revenue Authority with UNCTAD, is used to monitor produc-
tion and export permits, improve revenue collection and enhance transparency in 
the mining sector94.  Similar Royalty Management Systems are being developed in 
Kenya and Uganda, while the People’s Republic of China is integrating traceability 
into its Rare Earth Management Regulations, including through the China Battery 
ID System95. Positioning traceability within such state-led digital architectures 
strengthens the cost–benefit case for adoption by ensuring that resources invested 
in these tools generate governance and operational value, rather than remaining 
isolated compliance costs. 

Framing traceability within this wider business case also aligns with stakeholder 
calls and initiatives such as the World Economic Forum, which presents digital 
traceability as a strategic enabler of sustainability, circularity and supply chain re-
silience. At the same time, as value chain efficiencies improve, traceability costs 
are often passed along the chain, ultimately reaching end products and, in some 
cases, consumers96. A key challenge for producer countries is therefore to pro-
mote adoption and integration into supply chain management while avoiding cost 
distributions that further disadvantage already constrained upstream actors. 
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7. Recommendations for international cooperation 

7.1. Promote principles for meaningful CRM traceability  

• Treat traceability as a tool for 

due diligence, not as a substitute 

for it. Ensure traceability data is 

explicitly linked to risk assessment, 

mitigation plans and monitoring 

systems rather than treated as a 

standalone compliance output. 

• Use traceability to enable contin-

ued engagement in high-risk 

contexts. Design systems that 

generate actionable risk infor-

mation to support mitigation and re-

mediation, rather than incentivising 

disengagement or exclusion. 

• Prioritise progressive improve-

ment over absolute certainty. Fo-

cus traceability requirements on 

decision-relevant ESG indicators 

and material risks, avoiding re-

quirements for full granular cover-

age where institutional capacity is 

limited. 

• Promote complementarity and 

interoperability rather than one-

size-fits-all solutions. Support 

traceability models tailored to min-

eral characteristics, risk exposure 

and actor capacity, while requiring 

shared identifiers and data formats 

to prevent system fragmentation. 

• Embed robust verification and 

governance safeguards into sys-

tem design. Specify which claims 

require independent assurance, at 

what level and frequency, to bal-

ance credibility and cost. 

• Institutionalise cross-sector 

learning mechanisms. Establish 

structured exchanges between 

mineral sectors and producer re-

gions (e.g., through working groups 

or joint pilots) to accelerate adapta-

tion of proven models. 

• Embed producer-country co-

ownership in governance struc-

tures. Include formal decision-mak-

ing roles for producer-country au-

thorities in standard-setting, system 

oversight and evaluation. 

 

7.2. Promote interoperability and coordinated data-sharing frame-

works 

What international cooperation can do: 

• Facilitate alignment of identifiers 

and core data fields across sys-

tems, including mine identifiers, 

shipment references and ESG 

claim categories, to reduce duplica-

tion and inconsistent reporting. 

• Support operational pilots of 

cross-system data exchange, 

particularly under frameworks such 

as the UNTP, to demonstrate prac-

tical interoperability across selected 

CRM value chains. 

• Raise awareness of the differen-

tiated roles, mandates and gov-

ernance models of traceability 

systems, ensuring that regulators, 

industry actors and producer-coun-

try stakeholders align expectations 
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and decision-making with each sys-

tem’s scope and function. 

• Invest in capacity building and 

operational literacy among pro-

ducer-country authorities, mid-

stream firms and downstream 

actors, so that decentralised data-

sharing models are understood, 

trusted and effectively imple-

mented. 

• Strengthen midstream supply 

chain engagement by mapping 

key midstream actors, challenges, 

and opportunities, and using this 

analysis to guide engagement. This 

should help ensure that traceability 

gains achieved upstream are pre-

served as materials are further pro-

cessed and blended, including in 

jurisdictions with higher refining ca-

pacity such as China. 

What international cooperation can 

promote: 

• Regulatory alignment across EU 

and other downstream jurisdictions 

on core traceability data fields and 

minimum ESG disclosure catego-

ries. 

• Cross-recognition of standards, 

enabling verified information to be 

reused across systems rather than 

repeatedly re-entered or reas-

sessed 

• Secure data-sharing architec-

tures that separate inde-

pendently verified ESG attesta-

tions from commercially sensi-

tive operational data, ensuring 

trust without compromising confi-

dentiality. 

• Inclusive and iterative design 

processes, ensuring that interop-

erability frameworks are co-devel-

oped with producer-country govern-

ments, industry and civil society ra-

ther than introduced after core pa-

rameters are fixed. 

7.3. Aligning traceability with producer country agendas 

What international cooperation can do: 

• Align traceability initiatives with 

national development priorities 

(e.g., value addition strategies, rev-

enue mobilisation reforms and digi-

talisation agendas), thereby creat-

ing tangible incentives for pro-

ducer-country engagement with 

downstream traceability require-

ments. 

• Support country-specific 

roadmaps linking traceability to 

revenue mobilisation, industrial pol-

icy and digital governance strate-

gies, to improve production and 

export data integrity, reduce leak-

ages, enhance revenue capture 

and strengthen regulatory over-

sight. 

• Ensure meaningful participation 

of producer-country govern-

ments, industry and civil society 

in traceability design and stand-

ard-setting, including through 

structured consultations (e.g., un-

der frameworks such as the UNTP) 

and formal feedback mechanisms 

shaping feasibility assessments 

and phased implementation. 
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• Explore the co-development of a 

producer-country-focused imple-

mentation module under interna-

tional frameworks such as the 

UNTP, operationalising interopera-

bility with state-administered min-

eral governance systems. Building 

on precedents such as sector-spe-

cific derivatives (e.g., RBTP under 

the RBA), such a module could 

provide practical guidance for align-

ing national data systems with in-

ternational traceability standards. 

• Support the development of na-

tional data governance frame-

works defining how traceability-rel-

evant information is collected, veri-

fied, stored, shared and protected, 

while ensuring interoperability re-

spects domestic regulatory struc-

tures, commercial sensitivities and 

national interests. This may in-

clude: 

o Progressive implementa-

tion pathways that 

strengthen foundational gov-

ernance systems before 

scaling digitalisation. 

o Gradual digitisation of na-

tional mineral information 

and core administrative 

systems (e.g., cadastres, 

export licensing, royalty and 

tax systems) to embed 

traceability-relevant data 

within public infrastructure. 

o Targeted research and in-

novation to render state-

administered mineral data 

interoperable through 

standardised formats com-

patible with international 

frameworks, while safe-

guarding sensitive infor-

mation and preserving gov-

ernment custodianship. 

What international cooperation can 

promote: 

• Recognition of national systems 

as primary and authoritative data 

sources within international tracea-

bility frameworks. 

• Investment in technology-neutral 

enabling infrastructure (e.g., con-

nectivity, energy access, data stor-

age and governance capacities) as 

a foundation for scalable and inclu-

sive traceability implementation.  

• Structured exchange of best 

practices and technology trans-

fer to strengthen global traceability 

systems and enable wider partici-

pation by developing producer 

countries. 

7.4. Enable inclusive and proportionate traceability in ASM con-

texts 

What international cooperation can do: 

• Leverage instruments such as 

Global Gateway and related initi-

atives to mobilise investment in en-

ergy and telecommunications infra-

structure in ASM-intensive mining 

regions. 

• Support the design and imple-

mentation of pragmatic operat-

ing conditions that allow for man-

aged uncertainty and progressive 

improvement rather than rigid bi-

nary pass–fail models. Initial 
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implementation should focus on re-

alistic entry points – such as coop-

eratives, traders or buying centres 

– with traceability extended up-

stream over time as capacity and 

oversight improve. 

• Support the development of dif-

ferentiated traceability ap-

proaches for artisanal mining 

(AM), small-scale mining (SSM) 

and LSM, ensuring proportional re-

quirements aligned with operational 

capacity, risk profiles and level of 

formalisation. 

• Assist producer governments in 

strengthening or establishing 

aggregation and trading struc-

tures (e.g. cooperatives, mineral 

markets, buying centres) to inte-

grate ASM material into formal mar-

kets. These structures can provide 

market access, reduce incentives 

for illicit trade, improve oversight of 

volumes and payments, and serve 

as practical traceability nodes 

where extraction-level documenta-

tion is unavailable. 

• Address the evidence gap 

through structured research and 

pilot evaluations assessing the 

operational feasibility, socio-eco-

nomic impacts and governance im-

plications of ASM-inclusive tracea-

bility models across different coun-

try contexts. 

What international cooperation can 

promote: 

• Incorporation of proportionality 

principles into international 

standards and downstream regu-

latory frameworks, explicitly rec-

ognising ASM realities and capacity 

constraints. 

• Structured dialogue between 

producer-country regulators, 

ASM representatives and down-

stream actors to co-design inclu-

sion pathways rather than imposing 

uniform compliance expectations. 

• Alignment of traceability require-

ments with technical assistance 

and infrastructure investment, 

preventing exclusion through cost 

or technological barriers. 

• Capacity development for man-

aged uncertainty approaches, 

prioritising decision-relevant ESG 

information at aggregation points 

rather than requiring granular ex-

traction-level certainty in all con-

texts. 

7.5. Ensure fair and sustainable financing of traceability 

What international cooperation can do:  

• Support predictable regulatory 

timelines and compliance sig-

nals from the German govern-

ment and EU partners, reducing 

investment uncertainty and ena-

bling long-term planning by pro-

ducer countries and firms. 

• Support risk-based prioritisation 

of traceability investments, con-

centrating resources on areas of 

highest material risk rather than at-

tempting universal, mine-to-product 

coverage across all supply chains. 

• Provide catalytic, time-bound 

support for early-stage design, 
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piloting and capacity building, 

particularly in ASM and low-infra-

structure contexts, while embed-

ding clear transition strategies to 

avoid long-term donor dependency. 

• Support the development of a 

proportional, risk-based cost-

sharing norm, aligning financial 

contributions with both capacity 

and benefit distribution across the 

value chain, and recognising the 

asymmetric capture of compliance 

and reputational gains. 

• Support the design of propor-

tionate verification architectures, 

clearly defining which claims re-

quire independent assurance, at 

what level and frequency, to pre-

vent assurance bottlenecks and es-

calating costs. 

• Support continued research, de-

velopment and evaluation of 

geo-based fingerprinting tech-

nologies, ensuring that large-scale 

adoption is evidence-based and 

economically viable. 

What international cooperation can 

promote: 

• Hybrid public–private financing 

models combining regulatory man-

dates, private investment and tar-

geted donor support to equitably 

distribute upstream costs through 

shared infrastructure funds, levies 

or premium mechanisms. 

• Greater coordination among Eu-

ropean development agencies 

and industry platforms, including 

through mechanisms such as the 

EPRM, to reduce duplication and 

fragmented funding streams. 

• Transparent dialogue on cost al-

location, openly addressing “who 

pays” and aligning contributions 

with both capacity and benefit cap-

ture along CRM value chains.  

• Incentive mechanisms (e.g., tax 

incentives, credits, or regulatory 

recognition for sourcing from desig-

nated jurisdictions) to reward com-

panies that maintain engagement 

in high-risk areas while meeting 

due diligence standards. 

• Reframing traceability as shared 

operational infrastructure, under-

pinning inventory management, 

supply chain visibility and resili-

ence, rather than as a discretionary 

compliance add-on
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8. Conclusions 

Traceability is becoming central to 

responsible critical mineral value 

chains. The expansion of due dili-

gence and ESG expectations, con-

cerns over long-term security of supply 

and rapid digital innovation have ele-

vated traceability from a niche compli-

ance mechanism to a structural feature 

of emerging supply chain governance. 

Against this backdrop, understanding 

both the potential and the limitations of 

digital traceability systems is essential. 

Technological advances now make 

it feasible to track minerals across 

extraction, processing, manufactur-

ing, use and recycling. Yet technol-

ogy alone does not ensure respon-

sible sourcing. Digital systems can 

collect and transmit large volumes of 

data, but their value depends on inter-

pretation, risk assessment, mitigation 

and monitoring. Traceability strength-

ens due diligence only when infor-

mation generated is acted on. 

Data integrity remains a structural 

constraint. While digital systems pre-

serve records, they cannot guarantee 

accuracy at the point of entry. Human 

judgment remains involved and there-

fore risks of error or manipulation per-

sist, making independent verification 

indispensable.  

Risk prioritisation should be guided 

by materiality and by realistic verifi-

cation capacity. Traceability must fo-

cus on locally salient and ESG-

relevant risks rather than attempting 

comprehensive coverage or privileging 

what is easily quantifiable. As data vol-

umes grow, the capacity to provide as-

surance becomes constrained. This re-

quires clear decisions about which 

claims merit independent verification, 

at what level and frequency. Without 

such governance, expanded traceabil-

ity may narrow due diligence or erode 

trust instead of reinforcing it.  

Long-term scalability depends on 

reframing traceability not as a dis-

cretionary compliance add-on, but 

as shared operational infrastructure 

underpinning inventory management, 

supply chain visibility and resilience. 

Embedding traceability within core 

business systems can reduce marginal 

compliance burdens and align respon-

sible sourcing objectives with commer-

cial incentives. 

When treated as a standalone com-

pliance instrument, traceability 

risks reinforcing existing power 

asymmetries, incentivising disen-

gagement from higher-risk regions 

and excluding vulnerable actors, 

particularly in the ASM sector. Con-

versely, when integrated into meaning-

ful due diligence processes, traceabil-

ity holds strategic potential beyond 

compliance. Realising that potential 

depends on addressing a set of struc-

tural constraints that currently limit 

adoption, scalability and effectiveness

.   
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8.1. Managing fragmentation: the centrality of interoperability 

Fragmentation in regulations and 

standards has produced overlap-

ping and sometimes inconsistent 

traceability requirements. At the 

same time, CRM supply chains differ 

significantly in structure, extraction 

methods, trading arrangements, pro-

cessing techniques and end uses, re-

sulting in divergent traceability needs 

and implementation barriers. The out-

come is a fragmented ecosystem of 

systems often concentrated in specific 

regions, commodities, or value chain 

segments. This patchwork limits econ-

omies of scale, increases compliance 

costs and constrains data usability and 

comparability. 

Reducing fragmentation requires 

clarifying the roles, governance 

models and mandates of different 

traceability systems. This report has 

mapped and categorised existing initi-

atives to distinguish their scope, gov-

ernance arrangements, implementa-

tion approaches, data management 

models and scalability constraints. 

Clarifying these differences is essential 

for effective coordination and coherent 

policy support. Without such differenti-

ation, expectations become misaligned 

and fragmentation is reinforced. 

Because uniform mine-to-product 

tracking across all supply chains is 

rarely realistic, scalability depends 

fundamentally on interoperability. 

Data must be able to move across sys-

tems, companies and jurisdictions 

without repeated entry or loss of integ-

rity. Interoperability requires alignment 

on identifiers, shared data formats, 

cross-recognition of standards and se-

cure exchange protocols. It is therefore 

as much a governance challenge as a 

technical one. 

Emerging frameworks, such as the 

UNTP, aim to enable decentralised 

cross-system data exchange. In a 

context of intensifying geopolitical 

competition, decentralised data gov-

ernance is increasingly important. 

However, awareness and operational 

understanding remain uneven, particu-

larly among midstream and down-

stream firms and government stake-

holders. Broader uptake will depend 

on sector-specific adaptation, inclusive 

design, capacity building and practical 

demonstration of operational rele-

vance. 

8.2. Aligning traceability with producer country agendas 

Traceability initiatives often reflect 

downstream regulatory and risk 

management priorities more than 

upstream realities. Links to producer-

country objectives such as revenue 

mobilisation, market access and do-

mestic value addition remain 

underdeveloped. As a result, many 

producer-country stakeholders experi-

ence traceability primarily as an ad-

ministrative burden rather than a stra-

tegic opportunity. 

Correcting this imbalance requires 

early and meaningful engagement 
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between standard setters, industry 

actors, regulators, producer-coun-

try governments and corporate ac-

tors. Traceability depends on active 

public-sector participation in mining ju-

risdictions, where governments regu-

late extraction and trade, issue certifi-

cations and provide the institutional 

foundation for company compliance. 

Shared interests should be identi-

fied early and solutions co-de-

signed, not introduced once core 

parameters are fixed. This research 

indicates that every producer country 

will have both something to contribute 

and something to gain from stronger 

traceability systems. One practical 

pathway is to promote interoperability 

with emerging national mineral govern-

ance platforms and administrative pro-

cesses in producer countries. Exam-

ples include SIMBARA in Indonesia, 

SEM 2.0 in Chile and MOSES in Zam-

bia. While these systems may not yet 

meet all downstream regulatory expec-

tations, they establish foundational 

data infrastructure that can anchor fu-

ture traceability integration. 

8.3. Leaving no one behind: inclusion of ASM 

Traceability programmes have gen-

erated important lessons on ways 

to engage the ASM sector. However, 

scalable solutions remain difficult, due 

to the subsector’s persistent informal-

ity, limited electricity and connectivity 

in ming areas, hardware constraints 

and gaps in digital literacy. 

A rigid insistence on comprehen-

sive end-to-end traceability risks ex-

cluding ASM entirely. Such exclu-

sion would be socially unsustaina-

ble and economically counterpro-

ductive. ASM provides livelihoods for 

millions and contributes substantially 

to the global production of several criti-

cal minerals, with the potential to fill 

prospective supply gaps. Yet commer-

cial incentives for long-term inclusion 

are often weak. 

In practice, feasibility depends less 

on sophisticated digital features 

than on pragmatic operating condi-

tions and managed uncertainty that 

prioritises progressive improve-

ment over binary pass or fail 

models. Rather than focusing on com-

plete granular tracking of every trans-

action from the origin mine site, en-

gagement can begin with key interme-

diaries such as cooperatives or trad-

ers/aggregators, to enable gradual ex-

pansion of traceability coverage up-

stream.  

Linking traceability to more inclu-

sive and functional operating struc-

tures is equally important. Improved 

access to finance, fairer pricing mech-

anisms, tax incentives and investment 

in measurement and processing equip-

ment can support participation and 

progressive integration of ASM into for-

mal markets. 
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8.4. Financing traceability: balancing costs and benefits 

Sustainable financing remains a 

structural dilemma: who pays for 

traceability? Regulators and down-

stream firms increasingly require trace-

ability, yet no single actor is positioned 

to finance shared infrastructure across 

the full value chain. Existing models, 

including licensed software, privately 

funded corporate systems and publicly 

financed programmes, have not 

proven scalable across the full diver-

sity of actors in mineral value chains. 

The result is a patchwork of systems 

and an uneven distribution of costs 

and benefits across the supply chains. 

Downstream actors often capture com-

pliance and reputational gains, while 

upstream actors bear disproportionate 

implementation burdens. 

Beyond prioritisation and verifica-

tion, long-term scalability requires 

reframing traceability not as a dis-

cretionary compliance add-on, but 

as shared operational infrastructure 

underpinning inventory manage-

ment, supply chain visibility and re-

silience.  

Hybrid financing models which 

combines private investment, regu-

latory mandates and targeted public 

or donor support will likely prove 

necessary. Cost-sharing arrange-

ments should better reflect the distribu-

tion of benefits, and investment in in-

teroperable infrastructure should be 

prioritised to reduce duplication and 

long-term costs. 
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Annex 1: Lessons learned from traceability in the agri-food 

sector  

Experiences from the agri-food sector provide valuable insights into how traceability 

systems evolve in response to operational risks and regulatory pressure. Similar to 

critical minerals, agri-food supply chains have long faced needs for transparency and 

accountability, as well as challenges such as limited interoperability and gaps in veri-

fication. While the two sectors differ structurally in their production and governance 

models, the agri-food experience illustrates how targeted regulatory and governance 

measures, including standardisation, baseline minimum requirements and considera-

tion of implementation costs, can support traceability in moving from fragmented initi-

atives towards system-wide adoption. 

Foundations of traceability development in the agri-food sector 

Early traceability approaches emerged in response to a series of high-profile health 

and safety incidents. Mercury contamination in fish in 1970 and radioactivity detected 

in lamb in 19863 catalysed regulatory efforts to track origin and movement more sys-

tematically in order to manage risks to consumers. Institutional interventions fol-

lowed. After the second major outbreak of mad cow disease in Europe in 1996, the 

EU established an agricultural traceability framework to strengthen food safety over-

sight and restore consumer confidence4. These episodes show how regulatory action 

helped embed traceability into routine industry practice.   

Isotopic verification approaches in the food sector 

In the food sector, structured traceability has been built through CoC standards and 

certification requirements, which support rapid source identification during contami-

nation events and enable targeted recalls. For example, the Aquaculture Steward-

ship Council (ASC) maintains a CoC Module to support traceability and segregation 

of ASC-certified seafood products across the supply chain5. Similarly, GLOB-

ALG.A.P. - which sets standards for crops, livestock, farmed seafood and animal 

feed - provides a CoC Standard that helps supply chain actors keep certified and 

non-certified products separate, identifiable and traceable6.  

However, even with integrity mechanisms such as audits, certification schemes have 

inherent limits, making over-reliance risky. Certification is often narrow in scope, 

costly and based on periodic audits, providing only partial and largely static visibility 

of material flows7. In response, parts of the food sector have adopted complemen-

tary approaches, including analytical techniques and more dynamic, system-based 

models that enable continuous data capture and monitoring8. This helps explain the 

 

3 Montet, D., & Dey, G. (2018). History of food traceability. ResearchGate. https://www.researchgate.net/publication/325247189_History_of_food_traceability 
4 Tseng, Y., Lee, B., Chen, C., & He, W. (2022). Understanding Agri-Food Traceability System User Intention in Respond to COVID-19 Pandemic: The Comparisons of 
Three Models. International Journal of Environmental Research and Public Health, 19(3), 1371. https://doi.org/10.3390/ijerph19031371 
5 MaDiTraCe. (n.d.). State of Play and SWOT Analysis Current interventions for due diligence in the material supply chain Deliverable D1.3. https://www.maditrace.eu/con-
tent/D1.3%20State%20of%20Play%20Report_VF.pdf 
6 GLOBALG.A.P. Chain of Custody. Www.globalgap.org. https://www.globalgap.org/what-we-offer/solutions/chain-of-custody/ 
7 Cees van Elst. (2025, August 26). QAssurance | Partner in Food Safety. QAssurance | Partner in Food Safety | Real-Time Food Safety. https://www.qassur-
ance.com/why-certification-is-not-enough-food-safety-scandals-at-certified-companies/  
8 Cees van Elst. (2025, August 26). QAssurance | Partner in Food Safety. QAssurance | Partner in Food Safety | Real-Time Food Safety. https://www.qassur-
ance.com/why-certification-is-not-enough-food-safety-scandals-at-certified-companies/ 
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growing emphasis on digitised traceability systems alongside certification-based as-

surance. External shocks - most notably the COVID-19 pandemic - further acceler-

ated adoption of digital traceability across the food sector, particularly in food produc-

tion and consumption9.  

For this purpose, food-sector traceability relies increasingly on scientific authentica-

tion methods such as stable isotope ratio analysis (SIRA), to substantiate origin 

claims where documentation alone may be insufficient. Because SIRA is relatively 

costly, it is applied selectively, including in commodity-specific schemes such as wine 

and protected-origin products where value, risk or regulatory requirements justify the 

investment. 

Stable isotope compositions act as a chemical footprint shaped by local environmen-

tal conditions and, in some cases, production and feeding practices10. Each geo-

graphic region creates a specific isotopic pattern due to unique environmental fac-

tors. Comparing a product’s isotopic profile with known regional patterns can help 

verify production origin and detect misrepresentation or fraud11. For example, the UK 

Food Standards Agency (FSA) recognises SIRA as a method to verify if the origin 

testing outputs are consistent with labelling claims12. Under the EU’s Protected Des-

ignation of Origin (PDO) scheme, certified products must provide verifiable evidence 

that their specific qualities derive from the geographical environment in which they 

are produced13. SIRA has been used to authenticate provenance claims to detect 

commercial fraud14, given PDO certified products often command higher prices, 

making them vulnerable to adulteration and mislabelling15.  

However, robust application depends on well-substantiated reference datasets from 

authentic samples, which are costly to build and maintain, prompting complementary 

use of modelling approaches to predict expected isotopic signatures16.  

Isotopic verification potential in the minerals sector 

In the chemical domain, various mineral traceability methods have been tested. Min-

eral deposits, like agricultural products, retain distinct geological and geochemical 

signatures that can link processed minerals and metals back to their source, forming 

a natural basis for traceability17. Analytical proof of origin (APO), also known as fin-

gerprinting, uses these signatures to determine provenance based on intrinsic mate-

rial properties.  

 

9 Hassoun, A., Marvin, H. J. P., Yamine Bouzembrak, Barba, F. J., Juan Manuel Castagnini, Pallarés, N., Roshina Rabail, Rana Muhammad Aadil, Sneh Punia Bangar, 
Bhat, R., Cropotova, J., Maqsood, S., & Regenstein, J. M. (2023). Digital transformation in the agri-food industry: recent applications and the role of the COVID-19 pan-
demic. Frontiers in Sustainable Food Systems, 7. https://doi.org/10.3389/fsufs.2023.1217813 
10 Traceability and authenticity in food production | IAEA. (2016, April 13). Iaea.org. https://www.iaea.org/topics/traceability-and-authenticity 
11 Stez, G. (2022, May 23). How Isotope Fingerprinting Helps to Verify Food Authenticity and Fight Food Fraud. AnalyteGuru. https://www.thermofisher.com/blog/analyte-
guru/how-isotope-fingerprinting-helps-to-verify-food-authenticity-and/ 
12 Grundy, H. H., Hird, H. J., Romero, R., Heinrich, K., Harrison, M., Charlton, A. J., & Bradley, E. L. (2024). Review of capability of methods for the verification of country 
of origin for food and feed. https://doi.org/10.46756/sci.fsa.ple720 
13 UK Gov Department for Environment, Food & Rural Affairs. (2020, December 31). Protect a geographical food or drink name. GOV.UK. https://www.gov.uk/guid-
ance/protect-a-geographical-food-or-drink-name-in-the-uk  
14 Anna-Akrivi Thomatou, Mazarakioti, E. C., Zotos, A., Achilleas Kontogeorgos, Angelos Patakas, & Athanasios Ladavos. (2023). Application of Stable Isotope Analysis 
for Detecting the Geographical Origin of the Greek Currants “Vostizza”: A Preliminary Study. Foods, 12(8), 1672–1672. https://doi.org/10.3390/foods12081672  
15 Dimitrakopoulou, M.-E., & Vantarakis, A. (2021). Does Traceability Lead to Food Authentication? A Systematic Review from A European Perspective. Food Reviews 
International, 1–23. https://doi.org/10.1080/87559129.2021.1923028  
16 Traceability and authenticity in food production | IAEA. (2016, April 13). Iaea.org. https://www.iaea.org/topics/traceability-and-authenticity  
17 Nordic Innovation. (2024). Mineral to Metal Traceability  A Proof-Of-Concept Study of Rare Earth Elements in the Nordic Region. 
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However, scalability remains a key limitation. APO typically depends on reference 

datasets that capture the range of signatures across potential source deposits, so 

that tested materials can be compared against a validated baseline. Building and 

maintaining such databases is resource-intensive, and applicability can be con-

strained by processing and blending that dilute or obscure diagnostic signatures. 

To date, analytical fingerprinting has been most developed for tin, tantalum and tung-

sten18,  reflecting heightened scrutiny of these “conflict minerals” in multiple jurisdic-

tions.  For lithium, a study by Desaulty et al. (2022)19 has shown that fingerprinting is 

a useful tool for origin determination. A preliminary study by Dietrich (2024)20 pro-

vides an APO methodology for graphite provenance verification. Nordic Innovation’s 

geo-fingerprinting proof-of-concept for rare earth elements similarly suggests that a 

limited set of trace elements and isotopes can survive refining and remain informa-

tive for origin verification21. Currently, the EU-funded Horizon Europe project MaDiT-

raCe is developing and testing digital, geochemical and artificial fingerprinting solu-

tions for CRM, including lithium, cobalt, graphite and rare earth elements22.  

Although APO methods are not yet routinely integrated into prevailing sustainability 

standards, they have commercial potential as complementary verification mecha-

nisms within broader traceability systems23. However, as with SIRA, cost remains a 

barrier, as does the need for extensive reference data and interoperable analytical 

and data-sharing standards. Therefore, effective APO testing depends on coordi-

nated reference sampling, shared standards and supply chain cooperation. Progress 

in these areas remains limited to date. When weighing up the potential of APO meth-

ods, an important proportionality question must be considered: how critical is origin 

verification in a given context, and does the added level of assurance justify the as-

sociated financial and coordination costs? The scientific basis for APO is well estab-

lished, but its scalability depends less on analytical capability than on viable cost-

sharing arrangements, sustained funding models and clear governance guardrails. 

These constraints make fingerprinting most feasible for higher-risk or higher-value 

materials24, where the need for enhanced assurance may be justified. 

Transferable lessons from the food sector   

To address fragmented data systems, limited interoperability, a lack of common 

standards and cost implications for supply chain actors, the food sector has intro-

duced several targeted measures:  

• Establishing common data standards through stakeholder engagement: Es-

tablished in 2020, the Global Dialogue on Seafood Traceability (GDST) Standard 

 

18 Nowaz, T., Betin, S. O., Förster, L., Fernandez, P., & Baena, O. J. R. (2025). Beyond Traceability: Leveraging Opportunities and Innovation in Chain of Custody Stand-
ards for the Mining Industry. Mining, 5(4), 61. https://doi.org/10.3390/mining5040061  
19 Desaulty, A.-M., Monfort Climent, D., Lefebvre, G., Cristiano-Tassi, A., Peralta, D., Perret, S., Urban, A., & Guerrot, C. (2022). Tracing the origin of lithium in Li-ion bat-
teries using lithium isotopes. Nature Communications, 13(1). https://doi.org/10.1038/s41467-022-31850-y 
20 Dietrich, V. E. (2024). Development of an Analytical Proof of Origin Method for Natural Graphite Deposits. https://pureadmin.unileoben.ac.at/ws/portalfiles/por-
tal/29460402/AC17343943.pdf 
21 Nordic Innovation. (2024). Mineral to Metal Traceability  A Proof-Of-Concept Study of Rare Earth Elements in the Nordic Region. 
22 LGI Sustainable Innovation - https://lgi.earth. (2023). MaDiTraCe Project. MaDiTraCe Project. https://www.maditrace.eu/cera4in1  
23 Harri Kaikkonen, Kivinen, M., Dehaine, Q., & Friedrichs, P. (2022). Traceability methods for cobalt, lithium, and graphite production in battery supply chains. Re-
searchGate. https://doi.org/10.13140/RG.2.2.21241.95840   
24 Melcher, F., Dietrich, V., & Gäbler, H.-E. (2021). Analytical Proof of Origin for Raw Materials. Minerals, 11(5), 461. https://doi.org/10.3390/min11050461 

https://www.maditrace.eu/cera4in1
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sets out the minimum key data elements that should be recorded and shared in 

GDST-compliant seafood supply chains, and defines the technical formats and 

nomenclature needed for interoperable data exchange25. Standardised formats 

allow systems to exchange information with less manual intervention, lowering 

implementation costs and creating a shared technical language for consistent 

traceability practice. 

• Encouraging cost-reduction and affordable adoption: To prevent digital trace-

ability from becoming a cost barrier, the U.S. Food and Drug Administration’s 

(FDA) New Era of Smarter Food Safety initiative has explored “low-cost or no-

cost” tech-enabled traceability options accessible to operators of all sizes26. Build-

ing on this initiative, the Institute of Food Technologists (IFT) evaluated digital 

systems against detailed cost criteria, including data collection, training, hardware 

and maintenance, to identify scalable, cost-effective solutions27. These efforts aim 

to reduce burdens on smaller producers and help ensure that system-wide trace-

ability advancements do not disproportionately exclude actors with limited re-

sources. 

• Introducing mandatory baseline traceability requirements: Many major food-

importing jurisdictions have strengthened legal obligations for traceability, com-

monly requiring operators to record who they received a product from and who 

they supplied it to (“one step back, one step forward”)28. In the EU, the General 

Food Law requires traceability across stages of production, processing and distri-

bution29. Japan’s beef and rice rules go further by mandating product-specific 

identification numbers carried from farm to final packaging30. These measures es-

tablish baseline expectations for data capture and help reduce fragmentation 

across supply chains. 

Together, these examples suggest that traceability uptake increases when minimum 

requirements are clearly defined, data capture is standardised, costs and administra-

tive burdens are addressed, and stakeholder needs inform system design. Drawing 

on the food sector experience, this section highlights the following conclusions rele-

vant to mineral supply chains: 

• Certification provides a baseline. Certification schemes can help organise and 

document material flows, but their effectiveness is constrained by scope, cost, 

supply chain complexity and reliance on periodic audits. More reliable traceability 

typically combines certification with routine data capture and targeted verification. 

 

25 The Standard - Global Dialogue on Seafood Traceability. (2024, January 10). Global Dialogue on Seafood Traceability. https://thegdst.org/resources/standard/ 
26 Nutrition, C. for F. S. and A. (2024). Low-or No-Cost Food Traceability. FDA. https://www.fda.gov/food/new-era-smarter-food-safety/low-or-no-cost-food-traceability  
27 IFT’s Tech-Enabled Traceability Insights Based on the FDA’s Low-or No-Cost Traceability Challenge Submissions. (2023). https://www.ift.org/-/media/gftc/pdfs/ift-tech-
insights-fda-nolowcost-traceability-report-2023.pdf  
28 The Role of Traceability in Critical Mineral Supply Chains. (n.d.). https://www.oecd.org/content/dam/oecd/en/publications/reports/2025/02/the-role-of-traceability-in-
critical-mineral-supply-chains_4e5cc44a/edb0a451-en.pdf  
29 Regulation (EC) No 178/2002 of the European Parliament and of the Council of 28 January 2002 laying down the general principles and requirements of food law, 
establishing the European Food Safety Authority and laying down procedures in matters of food safety. (2020). Legislation.gov.uk. https://www.legisla-
tion.gov.uk/eur/2002/178/article/18  
30 jumpfactor. (2015, July 22). Food Traceability Blog Series: Global Relations - Lowry Solutions. Lowry Solutions. https://lowrysolutions.com/blog/food-traceability-blog-
series-global-relations/  

https://www.fda.gov/food/new-era-smarter-food-safety/low-or-no-cost-food-traceability
https://www.ift.org/-/media/gftc/pdfs/ift-tech-insights-fda-nolowcost-traceability-report-2023.pdf
https://www.ift.org/-/media/gftc/pdfs/ift-tech-insights-fda-nolowcost-traceability-report-2023.pdf
https://www.oecd.org/content/dam/oecd/en/publications/reports/2025/02/the-role-of-traceability-in-critical-mineral-supply-chains_4e5cc44a/edb0a451-en.pdf
https://www.oecd.org/content/dam/oecd/en/publications/reports/2025/02/the-role-of-traceability-in-critical-mineral-supply-chains_4e5cc44a/edb0a451-en.pdf
https://www.legislation.gov.uk/eur/2002/178/article/18
https://www.legislation.gov.uk/eur/2002/178/article/18
https://lowrysolutions.com/blog/food-traceability-blog-series-global-relations/
https://lowrysolutions.com/blog/food-traceability-blog-series-global-relations/
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• Clear governance frameworks drive uptake. Traceability scales when embed-

ded in regulatory and risk-management structures instead of being treated as 

stand-alone solutions. As noted in Section 2.1, regulatory fragmentation can con-

strain uptake. Convergence around baseline data elements and common tracea-

bility nomenclature (as seen in parts of the agri-food sector) can encourage the 

type of governance evolution that enables more consistent uptake. Clear govern-

ance signals also strengthen the business case and wider value proposition for 

traceability beyond mandatory compliance.  

• Standardisation and interoperability enable scale. The minerals sector has 

strong stakeholder platforms (e.g., ICMM, RMI, LBMA), but progress is con-

strained by the absence of harmonised approaches. Shared data standards and 

interoperable systems reduce duplication, lower costs and enhance uptake. Initia-

tives such as the UNTP (see Box 3) and emerging sector-specific derivatives 

such as the Responsible Business Alliance’s (RBA) Responsible Business Trans-

parency Protocol (RBTP), seek to address this gap by establishing common data 

models and interoperability standards. Operationally, traceability architectures are 

likely to evolve through sector-specific adaptations of shared standards, shaped 

by multi-stakeholder initiatives and industry. Greater cross-recognition between 

initiatives (e.g., through alignment of core data elements) can reduce reporting 

burdens and strengthen incentives for participation, thereby providing clearer 

pathways for multiple systems to be aligned while achieving scale. 

• Cost and inclusion shape effectiveness. Traceability uptake is closely linked to 

cost. While the fair distribution of traceability-related costs across supply chains 

remains a largely unresolved challenge, wider adoption is more likely where com-

pliance costs are low and responsibilities for actions are more defined and evenly 

shared. As illustrated in the food sector, interventions to lower costs can support 

the inclusion of smaller actors. In mineral supply chains, this may require 

strengthening the capacity and interoperability of state-owned mineral govern-

ance systems and embedding traceability functions within existing administrative 

and data infrastructures rather than creating parallel structures (see Section 7.4).  

Verification remains a distinct challenge. Digital and paper-based systems can 

improve transparency, but do not, on their own, verify key claims. Selective use of 

scientific tools can strengthen origin verification and support downstream differ-

entiation where risk, value, or regulation justify the cost, but may also disad-

vantage producers unable to comply if requirements are not designed with inclu-

sion in mind. 
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Annex 2: The role of ASM in producer countries  

ASM is expected to play an increasingly important role in critical mineral supply 

chains. Although not all critical minerals are technically or economically suited for ar-

tisanal extraction, many are, as illustrated in Table 1. New and reliable sources of 

critical minerals will be required to meet current and projected demand, particularly 

for the energy transition31. ASM already contributes materially to global supply. For 

example, it accounts for approximately 25 percent of global tantalum and tin produc-

tion32. 

ASM’s prominence in many producer countries means it will remain an important 

component of upstream supply landscapes. In Chile, for instance, artisanal copper 

production generated export revenues of USD 117 million in 2018, equivalent to 0.3 

percent of national copper exports. While modest at the national scale, this contribu-

tion is significant in local economic contexts. Evidence also shows that ASM produc-

tion can respond more quickly to market dynamics than some large-scale operations, 

illustrating its potential to adjust more rapidly to fluctuations in commodity prices as-

sociated with low-carbon technology demand33. 

Table 1: Overview of ASM potential in CRM supply chains34. 

Potential to be sourced 
through ASM 

Critical mineral 

High Chromium  

 Cobalt 

 Copper 

 Lithium (pegmatite) 

 Platinum 

 Tin  

 Tungsten  

 Zinc 

 Niobium 

Moderate Antimony  

 Barite  

Given ASM’s current and potential contribution to critical mineral supply, sourcing 

companies will increasingly need to consider how they engage with this part of the 

sector and contribute to building a safer, more transparent and more resilient ASM 

supply35. Ensuring that ASM is not excluded from traceability efforts and due dili-

gence systems will therefore be important, both for maintaining supply continuity and 

for supporting capacity-building that enables artisanal and small-scale miners to par-

ticipate more effectively in regulated markets.  

 

31International Institute for Sustainable Development. (2024). Artisanal and small-scale mining in critical minerals. https://www.iisd.org/system/files/2024-12/artisanal-
small-scale-mining-critical-minerals.pdf  
32 World Bank. (2025, February 14). A new era of renewal in artisanal mining. https://www.worldbank.org/en/news/opinion/2025/02/14/a-new-era-of-renewal-in-artisanal-
mining 
33 Laing, T., & Pinto, A. N. (2023, November). Artisanal and small-scale mining and critical minerals: Emerging questions for global supply chains. Resources Policy, 86, 
103251. https://doi.org/10.1016/j.envsci.2023.103563 
34 Source: Adapted from: International Institute for Sustainable Development. (2024). Artisanal and small-scale mining in critical minerals. https://www.iisd.org/sys-
tem/files/2024-12/artisanal-small-scale-mining-critical-minerals.pdf 
35 Laing, T., & Pinto, A. N. (2023, November). Artisanal and small-scale mining and critical minerals: Emerging questions for global supply chains. Resources Policy, 86, 
103251. https://doi.org/10.1016/j.envsci.2023.103563 

https://www.iisd.org/system/files/2024-12/artisanal-small-scale-mining-critical-minerals.pdf
https://www.iisd.org/system/files/2024-12/artisanal-small-scale-mining-critical-minerals.pdf
https://www.worldbank.org/en/news/opinion/2025/02/14/a-new-era-of-renewal-in-artisanal-mining
https://www.worldbank.org/en/news/opinion/2025/02/14/a-new-era-of-renewal-in-artisanal-mining
https://doi.org/10.1016/j.envsci.2023.103563
https://www.iisd.org/system/files/2024-12/artisanal-small-scale-mining-critical-minerals.pdf
https://www.iisd.org/system/files/2024-12/artisanal-small-scale-mining-critical-minerals.pdf
https://doi.org/10.1016/j.envsci.2023.103563
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Challenges to integrating ASM into traceability and due diligence systems 

This section summarises key challenges affecting the inclusion of ASM within tracea-

bility and due diligence systems. 

Legalisation of ASM 

In several producer countries, legal frameworks governing ASM are incomplete, in-

consistently implemented, or absent. This weakens oversight and provenance con-

trol for minerals originating from ASM36. ASM is often seen as economically marginal 

and excluded from public support for the extractive sector37. Where regulation does 

not offer clear, accessible licensing and legalisation pathways, ASM activity persists 

informally, limiting its verifiable integration into traceability systems. Country experi-

ences provide insight into workable legalisation mechanisms to increase ASM partici-

pation: 

• Indonesia has no dedicated ASM framework. Community mining permits exist 

but are rarely issued, leaving ASM widespread yet largely unregulated38. ASM’s 

contribution to nickel output is uncertain because activity is often informal and/or 

subsumed within large-scale operations. Estimates suggest ASM may account for 

around 25 percent of recent production39. In this context, systems such as SIM-

BARA lack reconciliation between mine outputs and smelter inputs, and ASM 

marginalisation contributes to observed discrepancies40. 

• Tanzania saw the number of Primary Mining Licences (PMLs) for ASM increase 

from 35 in 1999 to 5,171 by 2016, linked to more efficient processing and the 

designation of exclusive ASM areas. By 2017, 36 ASM-designated areas cover-

ing 2,438 km² held 8,800 PMLs, reflecting substantial uptake under decentralised 

licensing via Zonal Mines Offices. However, the government still lacks a central 

repository for ASM data, making information verification difficult41. 

 

Remote locations and weak infrastructure 

Traceability implementation is shaped by the geographical and infrastructural condi-

tions in which mining takes place. Many ASM and industrial sites are located in re-

mote areas with limited state presence, weak transport links, unreliable electricity, 

high illiteracy rates and constrained digital connectivity. These conditions constrain 

the feasibility and reliability of traceability systems and increase the risks of data 

gaps and smuggling42.  

 

36 Iqbal, H. (2019, November 26). Why cutting artisanal miners is not responsible sourcing. Global Witness. https://globalwitness.org/en/campaigns/conflict-re-
sources/why-cutting-artisanal-miners-not-responsible-sourcing/ 
37Germanwatch. (2021, September). European regulation on responsible mineral sourcing. https://www.germanwatch.org/sites/default/files/germanwatch_event_re-
port_european_regulation_on_responsible_mineral_sourcing_0.pdf  
38 Payne Institute for Public Policy. (2025, April 24). Analysis on ASM role in Indonesian nickel production. https://payneinstitute.mines.edu/analysis-on-asm-role-in-indo-
nesian-nickel-production/ 
39 Payne Institute for Public Policy. (2025, April 24). Analysis on ASM role in Indonesian nickel production. https://payneinstitute.mines.edu/analysis-on-asm-role-in-indo-
nesian-nickel-production/ 
40 Payne Institute for Public Policy. (2025, April 24). Analysis on ASM role in Indonesian nickel production. https://payneinstitute.mines.edu/analysis-on-asm-role-in-indo-
nesian-nickel-production/ 
41 Mutagwaba, W., Tindyebwa, J. B., Makanta, V., Kaballega, D., & Maeda, G. (2018). Artisanal and small-scale mining in Tanzania: Evidence to policy. International 
Institute for Environment and Development. https://www.iied.org/sites/default/files/pdfs/migrate/16641IIED.pdf 
42Germanwatch. (2021, September). European regulation on responsible mineral sourcing. https://www.germanwatch.org/sites/default/files/germanwatch_event_re-
port_european_regulation_on_responsible_mineral_sourcing_0.pdf  

https://globalwitness.org/en/campaigns/conflict-resources/why-cutting-artisanal-miners-not-responsible-sourcing/
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In DRC’s cobalt sector, for instance, artisanal mining often occurs in rural, harder-to-

monitor areas with limited state presence43. In this context, there are frequent reports 

of artisanal production being introduced into ostensibly legal supply chains at aggre-

gation points, where material from multiple sources is combined, undermining prove-

nance control44.  

The limitations of grouping artisanal mining (AM) and small-scale mining (SSM)  

AM and SSM are generally treated as a single category in regulation and industry 

practice, despite being structurally distinct45. AM typically involves low investment, 

high labour intensity and variable organisation, whereas modern SSM is more mech-

anised, regulated and suited to smaller high-grade deposits. Treating them as inter-

changeable obscures these differences and can lead compliance systems to assume 

a single set of capabilities and risk profiles across all non-large-scale actors46.  

This misclassification can distort traceability design. Provenance is generally easier 

to establish for large-scale mines than for AM/SSM, yet requirements are often ap-

plied uniformly: SSM may be subjected to controls designed for informal AM, while 

AM faces obligations it cannot meet. Uniform requirements can (i) overburden AM, 

(ii) underestimate the regulated potential of SSM and (iii) restrict upstream participa-

tion. 

Chile’s state-owned mining enterprise ENAMI (Empresa Nacional de Minería) il-

lustrates a more differentiated approach. It distinguishes between AM and SSM cop-

per mining, provides legal market access through offtake purchasing and offers tech-

nical and operational support beyond licensing (such as geological data, processing 

and commercialisation services)47. ENAMI has channelled around USD 8 million an-

nually through Decree 76, a public support scheme for ASM, to provide finance, pro-

cessing units, and commercialisation services to small- and medium-scale operators. 

The World Bank promoted the ENAMI model in Tanzania as a pathway for ASM for-

malisation48. Evidence from Chile, however, suggests that while legalisation has 

been relatively successful, broader formalisation outcomes remain uneven and 

ENAMI faces constraints in modernising its systems49.  

From a traceability perspective, ENAMI nonetheless illustrates the value of public 

purchasing and support models as practical entry points: where such institutions ex-

ist, traceability requirements can be integrated into established commercial and sup-

port arrangements rather than imposed as standalone obligations that ignore differ-

ences in capacity between AM and SSM operators.

 

43 Deberdt, R. (2021, December). The Democratic Republic of the Congo (DRC)’s response to artisanal cobalt mining: The Entreprise Générale du Cobalt (EGC). The 
Extractive Industries and Society, 8(4), 101013. https://doi.org/10.1016/j.exis.2021.101013 
44 Deberdt, R. (2021, December). The Democratic Republic of the Congo (DRC)’s response to artisanal cobalt mining: The Entreprise Générale du Cobalt (EGC). The 
Extractive Industries and Society, 8(4), 101013. https://doi.org/10.1016/j.exis.2021.101013 
45 Sidorenko, O., Sairinen, R., & Moore, K. (2020, October).  
https://doi.org/10.1016/j.resourpol.2020.101712 
46 Schöneich, S., Saulich, C., & Müller, M. (2023). Traceability and foreign corporate accountability in mineral supply chains. Regulation & Governance, 17(4), 954–969. 
https://doi.org/10.1111/rego.12527 
47 Atienza, M., Scholvin, S., Irarrazaval, F., & Arias-Loyola, M. (2023). Formalization beyond legalization: ENAMI and the promotion of small-scale mining in Chile. Journal 
of Rural Studies, 98, 123–133. https://doi.org/10.1016/j.jrurstud.2023.02.004  
48 International Institute for Sustainable Development. (2024). Artisanal and small-scale mining in critical minerals. https://www.iisd.org/system/files/2024-12/artisanal-
small-scale-mining-critical-minerals.pdf 
49 Atienza, M., Scholvin, S., Irarrazaval, F., & Arias-Loyola, M. (2023). Formalization beyond legalization: ENAMI and the promotion of small-scale mining in Chile. Journal 
of Rural Studies, 98, 123–133. https://doi.org/10.1016/j.jrurstud.2023.02.004 
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